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t dza 1 } & The ks lof networksomplexity
G2 S KI @S torelzhpdn ik capatiiMy tHatdze have not
f SINYSR K24 (G2 LINRGSOGH a

Abstract

2SS ftAGS Ay |y | OOStSNIriSR ¢2NIX R¢ azd
age. Comparing to the previous decades this feeling is mainly caused by the
dynamic flow of inforration, fast traffic and transportation means and the
globalization, which have been resulted by the booming technical development.
Nowadays a journey from Hungary to the United States does not resemble the risky
and longrun adventure as it was at the wak#é the last century. We also can keep
connection with our relatives living on another continent easily. Consequently the
people have got closer to each other but at the same time they loosened their
connections as well. We live in the virtual space arrélyacontact our friends
physically. This gap between the individuals and their physical reality is getting so
gARSY (KIFIG (KSe R2y Qi NBFIfATS (KS RSO

1. How has the revolutionary electronic development changedr common life?

On the 4" of September in 1837 the inventor, Samuel Morze introduced his
electromagnetic telegraph. In order to use it two things were essential. One of
them was the Morze alphabet, while the other was the telegraph network itself. At
tKFd GAYS GKS o0A0 NIGS gt a azyfteéeée a |
In 1876 Alexander Graham Bell had the telephone patented. He also had to
establish and operate a network thus he founded the Bell Telephone Company in
1877. Presently it is the weéthown American Tephone and Telegraph Co.
(AT&T).

Between 1895 and 1961 o6+ &SR 2y Wl YS&a /tSN)] al E
radio waves, Nikola Tesla, Guglielmo Marconi and Alexander Popov
G A Y RS LIS y R $athidthérinvemitdtRh¥ radiotelegraph.

LYy wmMdppt 0GKS {208AS0 | yAzzy {1l dzyOKSR a{ |l
response, the President of the USA and the Department of Defense founded ARPA

'¢budai Egyetem Ph.D hallgat -

2 George Tenet Former CIA director

% In 1901Marconi introduced his invention for what the Nobel Prize in Physics was awarded to him
in 1909-ben.Tesla had already introduced his patent886. while Pgpovhad donesin 1895.

4 Advanced Research Projects Agency
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in 1958. In 1969 an experimental network was est&isitsand some others joined

in later. Five years earlier Paul Baran had already pointed out: in order to create a
minimum risk level communication channel, a partitioned network had to be
established instead of the decentralized ones. According to his yhebe

separated packets used on the Internet had to be sent through individual nodes
toward their destinations. Nevertheless his idea was rejected.

In the Seventies the Internet started its own life.

More and more institutions joined the network, but nan the way as Baran

thought. Instead of the partitioned network a scdlee model was evolved. Due to

Ada SEGSyarzy IyR NILAR RS@OSt2LISyid GKS
The dominant original goal of an operational network, which is prtettagainst

attacks, was not taken into account any more. On the contrary THE INTERNET,
which is highly resistant against random errors, was born. It is quite similar to the

other networks of our life, such as social networks, networks of the human bodies

(nerve system, connections between cells etc.) but it resembles the networks of
spreading epidemics and many other else.

Do we really know what has come to life by the Internet?

¢CKS YIFIAY LINRoOofSY Aa GKIFG y2i 2yte GKS aa
odzi GKS L¢ LINBPFSaarazylrfa NS y20 ofS G2
LINRLISN) 1y2¢6f SRAS o02dzi GKS ySig2N] aid NHzC
of thinking. We have to apply the theory of networks. For example documents are

being prepaed faster on Internet than the search engines can locate and index
GKSY® b2glRIea (KSe& R2yQ#0 SdEte whdl A 0
document is mapped even by the most effective search engines. In case of cell
phones, especially the smart phonedjet situation is quite the same. Their
development is so fast that their effect to the hardwares, softwares and the other
aedaidsSy OFLyQl o6S YSIadiNBER® wSOSydateée wmn 2
mobile networks.

Then how the USA, NATO or Hungeay prepare themselves for the future IT

warfare and how can we protect our critical IT systems against the hackers and
terrorists?

Today the real task is not to understand the occurrences going on the Internet or

the Internet itself as an entity. Today wh it became a part of our life we have to

insert it into our complex world.

The terrorist organizations and other criminal groups sometimes hide secret
messages in the chaos of the Internet. They can communicate on the network or
exploitingitsandthe BNE Q ¢Sl 1ySaasSa Ay 2NRSNJ G2 3t |
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2. Against whom do we have to protect our systems?

In most of the cases the attackers are completely unknown. They hide their sources
YR S@Sy GKSANI K2YStlyR OlFlyQli 06S ARS)
the 02y OSLIi SESOdziS GKS |ddGlFO1z odzi GKS
messy job. They provide only the method and pattern of the attack. The
communication channels and the logistics background are also given by someone
else. They rarely have particulpolitical or economical interests, the attack is
simply considered as a challenge or a funny jokkink that in the future it will be
very important to get familiar with the nodes of networks and their connections.
We have to realize that the network it just onedimensional. The connections
and effects of seemingly different social and electronic networks have to be
researched. Not only the threatened system has to be examined but all the other
linked networks as well. Besides the structures of rets we have to know the
structures and the very details of the points (e.g. cells). From this point of view the
node cannot be described as a mathematical concept because if today something is
considered to be indivisible, tomorrow that can be a set. Adiog to Albert[ + a1 f s
I N} o6t daA GKS - - L OSyiddz2NE Aa 3I2Ay3 G2

3. What has to be studied?

The matter is not so simple. Moreover it becomes more complex if we consider
another dimension as well: the movements of nodes. The nodes bange
continuously and dynamically. If the nodes are the critical infrastructures we have
to count on their permanent movements. What has not been a node before that
can become so and vice versa. This fact regards the Internet nodes especially.

In order b determine the items of networks we have to deal with complexity as
well. Traditional telecommunication, television, informatics etc. networks and their
nodes can be mentioned only within the category of electronic networks. All the
network items such asouters, switches, modems, hubs, repeaters, transfer medias,
servers, data storages, firewalls, adapters and their features influencing the
Fdzy OQlAz2ya 2F GKS dqaedaidSye KIFI@gS G2 oS
for example printers, monitekeyboard switches, different input devices, adapter
interfaces (smart phones, TV, PDA, GPS etc.), medical equipment, control system
of critical infrastructures such as traffic lamps or airplanes. The déngeesurveys
concerning the physical and logica¢twork topology, softwares, hardware and
software settings, regulators, physical protection, the human factor, environmental
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effects are also very interesting of course. The parameters of these factors are
quite sophisticated as well but their mutual ettts and the quality of their linkage
create a complex and immense system.

The Internet has become a complex network. Since it is continuously expanding it
canbecalledsca® NES ySGg2N] Fta oStftd 2KATS &ddzR
his team notedwo facts: the expansion and the popularity.

The scaldree systems are highly resistant to random errors but a targeted attack
against the centres can disintegrate them easily. Many vertices, which have only a
¥TS¢ SR3IASas OFy 0S Sdva sghifcant efféet od teiwhaldi R2 S
network. The destruction of the 80% of Internet nodes leaves the remaining 20%
operational nodes working as an intact network.

There can be another practical question in connection with the networks: Do the
malfunctiors of devices, eruptions of social conflicts, devastations of biological or
chemical disasters happen accidentally?

The segments of the network can be paralysed by a series of chance events or a
well-organized, targeted attack. It is easy to see, that &sdrawing of the lottery,

the malfunction of a random device is also not able to interfere the operation of
the whole scaldree network. What is the probability that | can select that
particular node, which has many links or especially important for theection?

In case of the Internet and other similar networks the degree exponent is less than
three. Because of this fact there is no threshold, which prevents the network
disintegration, when the nodes are removed continuoustpwever a targeted
attackis different. If the nodes with many links are destroyed firstly and it is carried
on with the other nodes with less and less links, the network falls apart at a certain
threshold. Usually this threshold can be reached quite soon and the attacker
R2 S & gv@ ib ddstroy too many nodes with many links. Although our system
resistant to errors, but the removal of the nodes with many links (e.g. central
routers) impose an almost unbearable burden onto the other important nodes and
transfer medias. The other ibes can work for a while, but later packets are going

to be lost and congestions are going to emerge, which is very similar to a DoS
attack. | am of the opinion that the nodes providing important links can cause
similar problems. Although redundant connexts are always installed within the
systems these connections have smaller capaétsrhaps if the Internet would
KIS y2G adFINISR G2 A0S Ada 26y af AFSE
fulfilling his basic theory concerning the primacy of distted models, we should
y2G FSIFENI 2F (GKS GFNBSGSR FadGlrola Fa YdzOk
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AToddé ljdzSatAazya o
LI NI A Odzf F NJ aaeaidsSy
life to it.

SOl dzaS (KSasS LINROS:
aé¢ 2F S @2 Wdaayawt ok &

Consequently the items of the system, their mutual effects and links and the map
2F KS ySig2N] KIF@S (2 0SS (1y26y LINERLIS
which make the structure of networks more difficult. For ins&@amehether a graph

is directed or not does make difference and the network structure modification

effect of the relocation of the edge between two vertices can not be neglected

either. The complex system can not be protected without this knowledge.

Based o data bases, data storages, documents and images some modern
softwares are able to graphically depict the complicated networks and map the
complex structures. By the assistance of these softwares false information and
connections can be identified, fores and algorithms can be prepared. The
different aspects (timeline, too many or few but highlighted connections) could
reveal hidden, important information.

One of the most important part of the cognition is the obtainment and sorting of
information. Theconcerning data can be obtained from unclassified and classified
sources, for instance from the data bases of telecommunication ventures, social
sites, Internet providers, manufacturers and many other sources.

Summary

If we know our system and lead afety-conscious life we can avoid such
unpleasant evenfs which occurred to the director of MI6, Sir John Sawer. It is
obvious, that the problem of mapping the complexity is not only a matter of IT
professionals. We have to realize that everything is lihké&h each other and the
physical and logistical networks have mutual effects on each other as well. We
OFryQié ©6S adzaNB GKFG GKS SN} ASR RAIAGI €

°IN2009{ ANJ W2KyYy {+F86SNBQa 6AFS dzLJ 21 RSR az2vyY$sS ¥
pictures hostile organizations or individuals could obtain sensitive information, which could
endanger Sawers and indatly the MI6.
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¢ Yt a 1°20N823 AING " PasgbileCaplication of thermal cameras with
regard to security engineering

Abstract

Even professionals of security technology domeéttherma camerasfrequently
during their work experiendeecauseheir usage not least theircostrestrict them

for industrial andmilitary use Thehuman eye is capable of seeing only a very small
part ofthe electremagneticspectrumWe are able to pick upeither UVnorIR
ranges. Higktech equipment is required for that
purpose Securityprofessionalsliscover more and morareasfor the use of
thermal imageslt is worthfocusing orthermalcamerasand their potentials in
more detail and settling for the & that lenses are now possible to be made of
metal.

1. Applications of thermal cameras in the field of security technology

Scientifically speaking, thermal convection has been used for thousands of lyears.
the beginning, as our ancestors did, we, modgreople are also getting to
accustomed it. Sitting around the open fire or next to the fireplace intending to
catch the warm streams looking for the hottest spots indicates we are looking for
the thermal convections. Therefore it is worth learning the picatbackground of
what we are doing. Our palms may be used as thermal sensors to find the most
comfortable place for us. Today this physipaenomenon is increasingly applied

by scientists with absolutely stunning results that security protection systems
installed at higksecurityrisks facilities may benefit from.

2. General rewiew

The reason for the first steps of development can easily be given: there were clear
cut military motives: ensuring visibility in darkness without any kind of light and
capabilty of visual observation under low visibility conditions and on battlefields.
The theory of bolometer has been known for years: the measurement of
electromagnetic radiations sent by objects and living beings with the help of
temperaturedependent resistace. This theory was elaborated by Samuel Pierpont

6 (Security Engineer, MSc, senior expert) Hungarian Electric Power Company plc

tamhorvath@mvm.hu

5208yl 2F ! YyOSNAAGE Tkovaktbor@bgkunigbaddiil | YA GSNEA G
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Langley in 1878, which then was followed by a pause of hundred years in
development. Although the theory had been invented, the level of the electronic
industry was behind. The engineers had to wait fort flgctronic devices which
were able to process the signals of the sensor in time.

Milestone of development
1960s- First sensor invented and published by Texas Instruments, Hughes
Aircraft, Honeywell
1980s-! {! D2@SNYYSy(iQa LINRdsNI Y F2NJ dzyO22f
1991 - Production increased due to the Gulf War, prices decreased
1994 - Invention of micro bolometer by Honeywell, new developments started
by Boeing, Lockheed Martin, British Aerospace
1998 - First detector introduced by Bullard for fire depawnt

The basics

Before indulging in the details of the operation of thermal cameras, their physical
oFaArda INB g2NIK Of I NAFeAy3Iod ¢tKS (GSOKy?2
mm wavelength. The most common wavelength used for security applicaion

FTNREY y G2 mMH xY 6 KATDEe id @wide vahkyyoBndlitarg ¥ [ 2 |
applications in which the devices operate at the longest infrared range at times (Fig,

1).

MiciGikiai
Visible e |
G;mmal X-Rays |U_Itra- | Infrared " Radio_
ays Violet [ UHF VHE
Visible * Infrared
sSW LW l
2 5 8 12 micrometers

1. figure: Electric magnetic radiation ranges

The range of thermal radi@n ranked in bands:
A{K2NI 2+@3S LYFNINBR 0{2LwWw0ZI FNRY wm>)
A aAR 21+ @3S LYFNINBR d6a2Lw0 FNRBY o >Y

8 LWIR; Long Wave Infrared
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ya 21 @3S LYFNINBR 6[2Lw0I FTNRY y
NE [2y3 21 @S LYFNINBR 6+£[2Lw0X
“NJ 21 @S LYFNINBR mnC2Lw0OX FNBY Hp

The sensor

Athermal sensor called microbolometer is used in thermal cameras applied in the
field of security which is a bolometer made specifically for thermal cameras. The
most frequent starting material is the grid of vanadium oxide (VO) or ahwarp
silicon. Vanadium oxide is a correct choice for sophisticated security applications as
VO changes its resistance in almost all ranges used for thermal cameras.
9f SOGNRYAOIffes GKS NBaAraldlyoOoS 27F +h
various cicuits.

Basic parameters

The comparison of thermal cameras is a sophisticated task. For professionals
dealing with CCT\8ystems it is essential to set up a standard control method to be
able to compare all technical parameters correctly in the casecashparing
cameras operating at visible light. We must follow correct determination but in this
case we have a special btiiit component called microbolometer. Its main physical
parameter is the NETBaK2g6Ay3 GKS NBIjdzA NBR OF Y
determines the temperature difference the camera is able to detect. Obviously,
this technical parameter should be checked with a fixed F Stop paratheter

e.g. 50 mik=0,05°C at F1.2

The resolution of the best selling microbolometer is the following:
- 640 x480
- 320 x 240
- 160 x 120

Since 2008 the megapixel category of microbolometer (1024 x 768) has been in the
market, with the 1 MP or higher resolution bolometers made for the Army.

The most common approach today is applying the highest resolution cameras for
all purposes. However, in case of thermal cameras a high resolution video analysis

® CCT\¢ Circuit Closed Television system

NETD Noise Equivalent Temperature Difference

' STOPControls the size of the aperture of the camera "lens"
2 mK¢ Kelvin/10 ¢ temperature measuring uhicalled Kelvin
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is generally not necessary. Therefore, it is sufficient to apply a camera with a lower
pixel number.

3. Physical processes

After having revised different camera parametegs lis focus on the operation of
the bolometer sensor itself.

heatsink A
R1 R3
absorber l___ 5 @ B
Lo |
—— EM radiation “«M
R2
Cc

2. figure: Microbolometer (resistive}

Fig. 2 demonstrates the physical operation of the bolometer. The type depicted is a
resistive one, which adjusts its resistance to thermal radiatiorkingait applicable
in a simple measuring circuit.

readout integrated circuit [ROIC]

3. figure: Microbolometerstructure

Fig. 3 demonstrates the bolometer structure. The main goal is to set NETD as low
as possible for engineers to maintain a gap between the readout circuit and the
bolometer itself so that the thermal noise rate can remain at a low level.

'3 3D Ganiereg Experimental Methods in Physics (262012)¢ course
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4. The differencial quation of heat convection

The heat convection can be expresskg a mathematical equation. A simple
equation of the heat convection can describe the heat difference whichbean
distinguished by the thermal detector at determined wavelengths. The most
significant equations are as follows:

Differential equation of hat convection:
c d(AT)

+ G{AT) = nP = nPyei®*

The value of the heat change:
_ 7 Pgelet NPy

AT = = ——
G+jwl  GV1+ w?r?

Time constant:
O
T==—
G

where

C: heat capacity of the bolometer membrane

G: heat draining of the bolometer and its surrounding

Po: power of the thermal radiation touched by the bolometer
" Y proportionality factor

.Y circular frequency of radiation

n ¢ Y temperature change of membrane

5. Resitive bolometer
The definition of a resistive bolometer is when the resistance of the detector
changes significantly depending on the temperature ofdlegice. Equations to be

applied:

Resistant change on sensor:

AR = aRAT
Temperature coefficient of the bolometer:
_1drR
%~ RaT

Temperature coefficient of metals:
23
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1
oL = ﬂ,ﬂﬂz Ty
C

Having used the equations we can determine teeminal voltage depending on
the current at the working point.

Terminal voltage on the bolometer:
_ ipyaRnPy
GV + wiiE
Finally, terminal voltage can be determined:

. =i, AR = i, aRAT
The electronic characteristics determined in equations above can be suitable for
generating video images after the necessary adjustments.
There are other bolometers whicwork according to different physical parameters
(ferroelectric, pyro electric, thermoelectric). In security technology resistive
bolometers provide numerous advantages due to their accuracy of resistance being
an electronic parameter.

2

6. Types of tetectos

The required goals can specify the types of bolometers in which the micro
bolometer would be built. In the case of military applications, the cooled micro
bolometer utilisation is widely accepted. The coolant is to be used for receiving
higher sensitiiy, which means NETD values could be reduced to cbénhpared to
types used in security industry.

7. Qooled detectors
Advantages
1 Suitable for multispectral applications
1 Applicable for high speed movements detection
9 Outstanding sensitivity
Disadvantages
1 Expesive technology
1 Considerably sizeable than the uncooled version
1 Long period of MTBF
1 High energy consumption
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Known applications
1 IRheaded missiles (atb-air missiles sensitivity could be extremely high,
e.g. they can be applicable from-20 km, e.gAIM-9M Sidewinderand
FIM-92 Stinge)

Boarder guard applications
Maritime application

==

E |

~

4. figure: IRIS- T air2air missile on beam

8. Non-coled detectors

The spread of nowooled micro bolometers has been supported by the
development of circuits. At first magzoduction was only present in military
development but later economic reasons enforced the increase of production
capacity. Civil applications include the fire department, the civil aviation, flying in
foggy weather, etc.

. figure Thermal camera imircraft (a)

6. figure Thermal camera in aircraft (b)

As it can be seen, the security risk of aviation could be reduced by dAHESIn
thermal camera system.

“EVS; Enhanced Vision SystenExtending visibility of pilots in foggy weather.
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Advantages
1 the small size of nocrooled micro bolometers is suitable for standar
size box cameras
Real time signal
Low energy consumption
Very long period of MTBF
affordable for civil industrial production
Disadvantages
1 Low sensibility compared to cooled ones
1 Unsuitable for high speed movements and multispectral applications
1 Thermalradiation can be shaded by glass so the lenses must be made of
a special material

= =4 -4 4

9. Applicable lenses

No cameras may be manufactured without lenses so we should also use objectives
for thermal cameras. The thermal radiation must be transferred to theranic
bolometer grid which can be done by lenses made of a special material. It is
evident that thermo convection cannot pass through glass so developers should
turn to other materials. Although there are other possibilities, one of the best kinds
of materialproves to be germanium for cameras of security technology purposes.

Germanium A/R ot 3 1o 8 pm

— :

Transmittonce (%)
FFIBIETE 3822288

y 4

/

|
J
|
|
|
J
J |

»

25 3 35 4 45 BISNRIE S
Wavelength (um)

7. figure:bility of thermo convection transfer by Germanium (Ge)

Base material for lenses

germanium (Ge)

zinc selenide (ZnSe)

zinc sulphide (ZnS)ZnS

zinc sulphide multispecttdZnS MS)

To o Do o
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A silicon (Si)
A calcium fluoride (CalF
A amorphous material transmitting infrared radiation (AM¥)R

In accordance with the goals of applications professionals may select the best type
of material for lenses. The transmitting ability of infrdreadiation always depends

on the wavelength in the IR band. If the requirements of resolution are relatively
low (e.g. 320x160 pixels), amorphous plastic may also be used.

There is an important parameter of germanium: the metal (Ge) itself is so saft tha
even nails can scrape and damage its surface. Scratched germanium lenses g
wrong instantly, therefore the surface of lenses must be protected. Many thermal
cameras have neremovable objectives and can only be disposed of as one piece,
which raises theosts in the case of a single damaged lense.

Qurface coating

1 BBAR (broad band antflective)

1 Creep BBAR

1 DLC (diamondike carbon)
Besides surface coating, mechanical protection is quite common in the military
industry, where the lense covers can leanmoved by a remote control.

Manufactures
There are a few dominant manufacturers for thermal cameras in the market, some
of the most important firms are listed below:
1 FLIR Systems (USA)
OPGAL Optronics Industries (Israel)
E.D. Bullard Corporation (USA)
Axis Communications (Sweden)
Tainjin SEE€GO Electronics Itd (China)
IRCAM (Germany)

=4 =4 -4 -4 4

Thermal camera sin practice

Unfortunately professionals do not frequently encounter cases in their job where
thermal cameras are applied or installed in practice. Thmwbveason for thigs

they are too expensive to be widespread. However, sophisticated solutions for

> AMTIRc amorphous material transmitting infrared radiation
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clients working in special industry area (e.g. electric power plants)do require the
application of these device&\s mentioned before, the video strearpsovided by
thermal cameras are not made for constant security guard or operator
surveillance, their main function facilitates video analysis. Onlya few rare
solutions should the operators control the camera pictures as a normal video
stream. Instead,the video analyser software of the device induces controls
switching on other subsystems or alerts security guards for operative activities
following the macro regulation set previously. It is the best if the analyser program
made for thermal cameras dicdy support the required activities.

Basic videeanalysing rule&®

Detection Rules / Behaviors

Person moving in an area

Person crossing a line

Crowding

Person o
Person tailgating

Loitering

Grouping

Vehicle moving in an area

) Vehiclecrossing a line
Vehicle

Stopped vehicle

Tailgating vehicle

Suspicious object
Static Object Traffic obstacle

Asset protection

Count people

Counting Count vehicles

Measure stickinesgdwell time)

Preset¢ Person moving in an area

Presetg Person crossing a line

PTZ Presetg Vehicle moving in an area

Presetg Vehicle crossing a line

Autonomous Target Tracking

'® Downloaded http://www. agentvi.com/6products62-vi_system
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10. Detection ¢ rcognition - identification

A few quite important parameters of thermal cameras must be prioritised when
selecting a deice. Their data sheets may indicate excessive distances for camera
reach. Technical details must be dealt with care, bearing in mind that the phrase
WdzL) 02QAY FTNBYUG 2F ydzYoSNBA NBFSNB |
mentioned before, the onessential technical parameter is NETD. There is another
one which shows what kind of pictures can be obtained from the camera in
question from a certain distance. It is the BR&n abbreviation explained below.

Detection

Detection is a capacity of thé@érmal camera which means the camera in question

is able to make temperature difference between two points in its view angle. In
practice this means 2 pixels / meter only. This can indicate the presence of a
moving person if the camera had been installedietect motion.

Recognition

Recognition is a capacity of the thermal camera where-taihed operators are
able to determine from the provided video stream the presence of cars or people
or animals in the picture. In practice this meand@ pixels/ meter. This enables
the differentiation of people in the camera image.

lidentification

Identification is a capacity of the thermal camera where swralined operators are
able to conclude from the provided video stream that in the picture there are
solders with guns. In practice this means2®pixels / meter! This makes the users
capable of recognizing people with weapons.

CCTV usually uses a specific set of guidelines for Detection, ldentification &
Recognition (DRI) of an object or person. Tmcal equates to D=10%, R=50%,
1I=120% of screen height.

" DRI Detectiong Recognition Identification
'8 https://www.dedicatedmicros.com/europe/products_details.php?product_id=263
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- Identification - Recognition Detection

MK-F-10-RA
MK-F-15-RA
MK-F-25-RA
MK-F-40-RA
MK-F-75-RA

8. figure: DRI parameters of a few thermal cameras

As an example, the following DRI parameters can be deduced with regMK-E6
75-RAthermal camera produced by Xenics.

1 Detection:1.800 m;

1 Recognition: 450 m;

1 Identification: 120 m.

An example in practise:

IDENTIFY

9. figure: Meaning of DRI
Summary

In conclusion we can say that the application of thermal cameras should
considerably decrease the security risks if these applications are selgetgd
carefully. The focus of our clients must be directed to their advantages. Shortly, the
prices of these cameras will become low enough to be accessible and affordable for
even domestic users.
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Afew pictures of thermal cameras

FIX1 {124
18:06:13.46 §118:06:13.52

12. figure: Thermal camera test
1.: Camera resolution: 640x480 pixel 2.: Camera resolution: 320x240 pixel
3.: Camera resolution:D1 quality D&N 4.: (MeerkabXE/ { 6. St I A dzY 0
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ZsoltRoman'®: Properties of svbied attacks and related building damages based
on middle east conflicts

Abstract

In recent years, violent purpose bombings mainly consisted of suicide attackers
using car bombs in the Middle East. These large scale bombingsuaitly usrried

out against buildings in urban environment. Video footages of the preparations
and the attacks are very valuable from a military point of view. The aim of this
paper is to draw conclusions on the properties of these attacks: the genergechar
weight of VBIED is approximated, and we point out some important issues
regarding structural response and protection methods against these blast effects.

1. Assembling the VBIED

In all regions which the footages cover, the soviet armoury was in sesdacghen

the conflicts began, these weapons became available for the insurgents and
terrorists. Apart from mortars and artillery shells, homemade explosives are used
too. Homemade explosive is rather used only to convert conventional war
equipments into IBs. They remove the initiator from mortars and artillery shells
by drilling a hole into the main charge. Then they place a piece of detonating cord
in the hole together with homemade explosive (Fig 1.). One can create a charge as
large as he wants, consisy of these modified mortars. A charge like this contains
significant amount of fragments itself, because of the many steel casings involved.

..--., t.V

2N W A
] Rt a-Tovtet

1 figure: Mortars being converted into IEDs

M.Sc. Structural Engineer, Ph.D. student, Doctoral School of Safety and Security Science
''VA @S NE A (zgolt.rAanfan@ymaitiedm
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Dozens of converted mortars and shells can be hidden in aoca, few pieces
might as well be mounted on a motorcycle (Fig. 2). It is more complicated to hide
the content of a lorry, which is in some cases only covered by plastic sheets.

"Ny

a motorcycle and in a car

ANFO can alsoebfound in VBIEDSs, it is either filled in barrels, or large steel pipes,
or maybe in bags. Since the aim of the terrorists is to cause as much damage as
possible, they usually put plenty of gas cylinders into the charge (Fig. 3). Detonating
of the charges carried out using an electrical switch connected to the detonating
cord system, which will set off the whole charge almost simultaneously.

,lam)llézguu:lwé/l.gm.llr;pnil ~

e W

~ e

3. figure: Gas cylinders, ANFO bags and cans loaded in lorry VBIEDs
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One can determine the amount of explesiused in different attacks based on the
footages which show the preparations and the assembling of the SVBIEDs. Thes:
amounts differ from what is given in the table issued by ATF (Table 1). To
determine explosive mass based on video footages, Table Zalé 3 were used,
where the details of the most common Sowvigpe mortars and artillery shells are

listed.
ATF Vehicle Maximum Lethal Air Minimum Falling Glass
Description Explosives Blast Range Evacuation Hazard
Capacity Distance
Compact 500 pounds 100 Feet 1,250 Feet
Sedan 227 Kilos 30 Meters 381 Meters
(In Trunk)
Full Size 1,000 Pounds 125 Feet 1,750 Feet
Sedan 455 Kilos 38 Meters 534 Meters
(In Trunk)
Passenger Van | 4,000 Pounds 200 Feet 2,750 Feet
or Cargo Van 1,818 Kilos 61 Meters 838 Meters
Small Box Van | 10,000 Pounds 300 Feet 3,750 Feet
(14 Ft. box) 4,545 Kilos 91 Meters 1,143 Meters
Box Van or 30,000 Pounds 450 Feet 6,500 Feet
Water/Fuel Truck | 13,636 Kilos 137 Meters 1,982 Meters
Table 1: Recommended assumption for VBIED charge size by ATF [1]
Size Type Charge [kg] Explosive Length [mm]
OF462 3.68 TNT | Amatol 4060
122mm | OF471H 3.8 TNT 560
OF471 3.6 TNT
OF530 6.86 TNT
OF550 7.00 TNT
OF551 6.53 TNT
152mm - I'e5337(0ld) | 8.00 NT 650
OF540 6.25 TNT
F542(old) |5.86 TNT
Table 2: Details of Sovidype artillery shells [2]
Size Type Charge [kg] Explosive Length [mm]
82mm 0832 0.4 TNT | Schneiderite 313
0832DU| 0.435 TNT | Dinitronaftalin | 330
OF843 |2.67(TNT)/1.58(Amatol) TNT | Amatol 40/60 656
120mm | OF843B| 1.4 TNT |Dinitronaftalin | 668
F843 3.9 TNT 750

Table 3: Details of Sovidype mortar shells [2]
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Mortar Artillery shell| ANFO, misc. | Gas cylinder| Sum (kg)
Motorcycle |4 1.6
120 468
80 32
2 bags 40
car 30 114
3 -
120 110
8 6 barrels 1076
Microbus pipes 500
4 barrels 510
pipes 750
20 4 15 820
Lorry 40cans 600
50 bags 750

Table 4: Estimated VBIED charges based on different video footages

It can be stated that the real charges which occur in case of SVBIED bombings are
far smaller than the ATF recommendation. Only in one video was it possible to
count as much explosive as there is in the ATF table: an attack in Afghanistan was
carried out with a pickup truck (which can be taken passenger car), it contained
appr. 468 kg of explosive. Some reports made by explosive experts after major
attacks also stimates a charge size which corresponds to what the footages show.
This does not mean that values mentioned by Table 1 are not possible at all, but
the probability of such a large charge to occur is quite small.

2. Characteristic signs of the attacks

