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Abstract

The modern dvelopment of nostethal weapons and the development and
improvement is primarily due to the invention of the electronics.Transformation
technologies for use in civil life of devices can be created, which can be usec
effectively against anybody, avoidinget loss of life and keeping almost all the
infrastructure and equipment of military technology in the destination.In this paper
the author describes the ndathal weapons more basigjpes, and concept of
operation.
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Vircator (Virtual Cathode Oscillator)
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Abstract

In the article the writer showshe connection between Big Data and Critical
Infrastructure. He deals with the history of Big Data, the possible use of it, which
supports the near real time economic growth.
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Budapest 2010, pp. 324.

[8] FM 305.130,Army Special Operations Forces Unconventional Warfare
HeadquartersPepartment of the ArmyWashingtorDC,30 September 2008

65



| Nw+ LJS[GKAL BADGE
2015/2.a1 t Y

HRONYECZ ErikaY 9 w¢ L Ay Bridlyz& ¥n the attacks against critical
infrastructure in Hungary, especially witinternet mediain scope

Absztrakt

I UNRGAldzA AYFTNIAGNHA GGABYSY¥EN BISRISA IYST
F2yidiz2aat3got otftdoe 1t all1ANRRIFIfE2Y FSfR2
OA11S1zZ Glydz Ytye2]1 Sa S3e&so YAPS|T oF 3e

gl 3ae | INEFIERIY YSIGINISYyd SasSdasSisSda i
GdzR2Yt yeée2a Lldzoft A1t QAis8NI XS ¥l Rt arR[ I IGE

/I A1T1Ny1o0Sy 1T AyiSNYySGSy St SNKSG! F 2 NN
Gt NBFRFfYA GdzRFGTF2NIt FSE KISyRWGH & St 10} 2 A&t
a1 SNI A 0S8 {AWH2NNVINBSAYGEZ S& ySY dziz2f as

gyorsazy T2 N¥t OAs]1 SAaall{1SNBaKSG! as3sSo

Abstract

In this article, the authors describe the main definitions of the Critical Infrastructure
that is the foundation for the future research. They destmte the fundamentals

of the hungarian regulation, and specialize the disaster situations in recent years in
Hungary, which were threatened the Critical Infrastructure. Above all the authors
analyze the measures and conclusions of snow emergency in 2013.

Kulcsszavak:] NA G A {1 dza AYFNF a0GNHzZl GgNF =~ KST1SN &
AYGSNySaisSa Gt YRt A

Introduction

Protection of Critical Infrastructure (Cl) became of substantial importance,
because of the events of recent yearicreasing tendencies of terrorism, natural
disasters etc. [1 as can be seen from the great amount of scientific publications
referring to this field. Analyzing the literature it can be said, that the works are
handling the field either in general, or based on foreign events, and we hardly
manage to find suclscientific publication, which elaborates the attacks against
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domestic Cl This § most certainly because treating this field, one can easily cross
the moorland of politics. Our opinion is however, that objective handling of the
events happened, based solely on professional and scientific work is inevitable. We
regard this kind of worknost important to get a picture of the actual state of
critical infrastructureprotection on one hand, and to be able to increase the
quality of the protection based on these researches on the other.

In this paper we refer to sources reachable on thesinet ¢ online news,
regulations, and other kind of med@because during the process of protecting Cl,
great amount of sensitive and certified data can be created, and we are not meant
to get into the act of violating any secrets. Other reason is thatitbernet became
a force, shaping the mind of the society, since the main part of the population,
using CI gets its information from the very same source Last but not least retrieving
the information is very easy and quick by this mean.

Using the intenet hides the trap anyhow, that too much and unsettled
information can be reached, thus not all publications regarding the field, and not
even all the events have been discussed, only those, which are regarded as to be
important concerning the main goal tfis paper.

Basic terms and the analyzed cases

Before going any further, we have to clarify two things; first the terms, being
relevant to our research and their meaning, and second the cases being researchec
and the reason, why exactly these have bemralyzed. We would like to clarify
three basic terms, these being: critical infrastructure, vital syseement, and
attack. Regarding the first two ones, Hungarian regulation makes them clear:

I NRGAOL f LY F¥NF &dNHzOG dzNB o oeédive ¥l | Y 3
mutually dependent network of infrastructural elements, objects, service, systems
and procedures, which are of vital importance to the country (population, economy
and government) and have a substantive part in maintaining a socially expected
minimal law, order and national security, economic operability, healthcare and
SO2t23A0 [02YRAGAZ2Y & DE

G+ Al f-eletnénti sudhYart of a tool, object or system belonging to one
of the branches defined by law,hich is inevitable to secure the vital social tasks,
WPPP8 YR (KIFIGQa oNBF{R2¢y ¢2dz R Ol dza
cause serious consequencgg.]

1 We apologize to those authors, whose work we were not being aware of!
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Thus the vital systemlements are the basically most important parts of the
ONARGAOFE AYTFNI aldNHzOGdzNBad 2 KAOK St SYSyia
has to be defined by the government, and more definitely by the departmental
ministers. Thdaw on defining vital systems and facilities[2] marks 42-feeids of
10 fields, where vital systemlements may be. Among others, the facilities of
electric energy system, railroad traffic, and broadcasting are such. We made a
distinction in favour of hese, because in our opinion, these where the fields
suffering some kind of attack in the last years.

In opposite to the other two terms, attack has to be clarified in this article.
Speaking of an attack, we mostly think of some kind of human interketaimed
FGaFrol1z 2N KFEO1SNI FOGtA@GAled 2SS R2y Qi KI
20KSNJ {AYR 2F [dGFrO1aszs AF 6S GKAY]l | 02d:
Thus every factor, which can potentially cause damage, is regarded as peril until
only possibility occurs, but in case of real damage, we speak of an afBhck.

On the particular threats and possible attacks onsCWwe get some
AYTF2NXIEGA2Y FNRY (GKS 1 dzy3FENAlIY GDNBSy . 2

aLY 002 NRI y DBe distihguikh espkcilly thelfbwing threats
[...]:

- threats in conjunction with intentional, and harming acts, and activities e. g.:

= criminal acts (e.g. arson, abuse, stealing, theft, sabotage, criminal acts against
computer systems and data, jamming of communal facility),

= abue of, and cyber attacks against critical informatic systems and networks, out
of economic or political motive (cybeéerrorism, DDOS attacks, mass phising
incidents),

= acts of terrorism, with its means and collateral actions (first of all abuse of
explosves and arms, CBRN attacks),

= armed conflicts (e.g. war, attack of armed groups, civil war),

- threats of natural origin, which occur independently from human action, as
natural disasters, as a result of climatic change, and the forces of nature,
e.g..
= flood,
= earthquake, devolution,
= wood fire

2 Protection of National Criticahfrastructure
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= extreme weather conditions (windstorms, downpour, ldegn drought,
extreme cold, swelter, great snowfalls, sngtorms),
= sleety rain, constant fog, intense icing.

Threats of civilization origins, technologl threats, which are in
conjunction with human action, and occur because of inappropriate human
intervention, default, lack of caution, or technical constructional failures,

e.g.:

= informatic programming failure,

= planning, and constructional failure,

= impact of a space object

= roadway, railroad, water and air traffic accidents,

= damage of environment, pollution of surface water, air pollution,

= accident in a dangerous industrial facility, exploitation of hydrocarbons, storing
and transport ofdangerous material,

= technologicatechnical accident, jamming of industrial facilities,

= nuclear accident,

= conflagration,

I.I

SLIARSYAO®DE

2 A0K GKS (SN¥xa KIFI@Ay3a 0SSy OfF NATAS

can be measured as attacks against critical infrastructure in our opinion:

extreme weather conditions between March -14 2013, because of which

the roadway and railroad traiff of TransDanubian territory became faint for

days, and several settlement of Borsbd F4RY LI Sy 0. ! %0

remained without electricity.

in January 2009, again because of extreme weather, electricity fell out for 2

3 days in some 120 villages.

inM-& wnmn ONBlI1a {la2s5%X .s5R@IX .21

work became necessary, houses and roads got under water in some 208

settlements only in BAZ County, and in the villages involved electricity had

been jammed.

on October 4. 2010, the dam ohe red sludge dump of Hungarian

Aluminium Production and Trading Zrt. between Ajka and Devecser broke

0§ KNRdz3K® ¢KS af2L) FEtSR GKS RSSLISNJ
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{2Yfs5 @0t at NKSfteo LG RSaiGNRPeSR GKS Ay TN
totally.

in June 2013, a mass of water, braking all records ever since, arrived Hungary.
Despite the defence being successful, it hindered railswaffic at

lf Yt AFNT AG! T | YR comihuniBatiof and ®&dsySem3nO i NA O
the floodlands.

in September2006, protesters against the ruling government seizured the

hall of the public media, and caused more than 200 million HUF damage in

the facility.

Our list is not complete, but it can be outlined from these events, that no

main attack against critical firmstructure, concerning the whole of the country did
occur, only some of regional lev§dl] The attacks and the critical infrastructure,
being attacked in them, are summarized in the following table:

No. date event attacker (threat) infrastructure
beingattacked
(threaten)
1. September | siege of the hal|l acts of intentionall broadcast
2006 of public media | harm
2. January extreme winter| extreme  weather| electric  system),
2009 weather conditions roadway, and
railroad traffic
3. May 2010 | flood in | flood electric system|
Northern roadway, and
Hungary railroad traffic
4. October red sludge technological whole of
2010 catastrophe technical failure| infrastructure
occurring in
industrial facility
5. March 2013| extreme extreme  weather| electric system|
weather conditions roadway, and
railroad traffic
6. June 2013 | flood on the| flood electric  system|
Danube roadway, and
railroad traffic
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Conclusions

The extreme snow situation of March 2013, like a veterinary horse,
incorporated lots of problems, frorwhich there is many to be learned in favour of
protecting critical infrastructure. Anyhow it can be said, that the ones, participating
in the rescue, have done anything and everything possible:

G{2> | adzy 2F on (K2dzal yR LdGikahsfasd G 2
the members of municipalities as many as 6500 grabbed shovels. The 14 thousanc
people stuck on the roads (9 thousand cars, and 23 trains had to stay put on 15.
March) had got shelter assigned in 227 settlements and 40 vehicles. Some 146
settlements could not have been reached by railroad, but till Saturday evening,
SOSNE 2F GKSY KRGS 0SSy NBfSIaSRpé

If works of such great volumbave been going on, why wrote the media
I 62dzi ady2¢ OKI2aé> FyR (GKS AyO2YLISGS
to speak of the everyday political fighting, the answer to our question lies in the
supply with information, better said in its lack. # truism, that we live in an
information society, the Gulf War in 1991 being the first one that had been
watched by the world from the armchair, through television. The population is
craving news ever since, and the more involved in the events, the m@ésthrue.

If we take a look on the report of the Ministry of Internal Affairs, it can be
seen, that the discontent with the work of those involved in the rescue was
increasing linear with the growing of physical distance from the events. From own
experiece by speaking with those concerned, it can be said, that they suffered
greatly from the lack of information.

It can be laid down however, that the authorities involved in the rescue were
not failing, if we have attention on the legislative backgroundngdrian rule of
flgomMB8> odzi S@OSy GKS NMHz Ay3a 2F (GKS 9
information.’[8.]. The regulations mentioned are lyndealing with sensitive
information on protecting critical infrastructure. Protection of critical information is
odzi F yFGA2YSARS GlF&alY AGaSOSNE | OG2NJ
standardization authorities, owners, operators) take part ie tlunning of critical
infrastructure. Every actor has to cooperate in accordance with its given tasks and
NBalLR2yaroAftAde yR KFa (2 O2yGNRodzi$S
In this case, population is also amongst the actors. Protecti@ne repulse can
only be maintained effectively, whezveryone gets the information required.

3LG KFa G2 0SS 2dz2ift AYSR KSNBZ (KIF{G LizotAO AYyF2NNIGA2Y AdayQild G(KS &l YS |
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[ SGQa &4S8SS Iy SEFYLXSSES Ay 6KAOK Ly 2yt
when some had to dig themselves out of snow in four hours, after waiting some 20
hoursfor nothing.B] How does this connect here? Had these people have got the
AYTF2NXYEGAR2Y 2F y20G o0SAy3 o6fS G2 06S NBa
work cannot have been started everywhere at the same time, after waiting a
rational amount of timeg 1-2 hoursg they could have began with the work earlier,
they could have escaped earlier, and the road section could have been released
earlier as well. The same can be confirmed from the case, where a father, together
with his whole family was being lielnder snow all night long, and being worst, he
said, was that next day, by daylight they had to learn, that some 200 meters away
the road could have been passed easllg}|

G1 St L) 82dzNESE T YR D2R gAff KSt L) &2dz
that people have willingness to help, and they like to help in emergency situations.

This can also be said, when they are not concerned immediately by the events. Best
example is the case of the flood in June 2013, when thousands of people have
helped voluntaily to build sandbagvalls.[L1][12] With the aid of volunteer

engagement, work can be more effective, consequences can be mopped up quicker.

It is important to lay down anyhow, that volunteer work is not the same as
defence duty, prescribed by the emergsnlaw:

dmc ®3 5dzNAy 3 GKS RSTFSYyOSzI (KS YI &2NY

c) is assured to engage the citizen being under obligation of civil defence, to
stand his/herduty bNS a2 f dai A 2 Yy ®€ wm

The latter can be ordered by the mayor, and is obligate, thus it can be more
planned and calculated. Volunteer engagement in contrast, can be by far more
effective, if we are able to utilize the zeal of the volunteers involved. Anyhow, given
by the natureof this institute, the volunteers can most likely be used for auxiliary
work only, since their number is hardly predictable, and the usefulness of their
profession can change in accordance with the place of involvement and possibly
even with the time of tle day.

Question may be asked, how volunteer work can be utilized more effectively.

2 SONB adzZllll2asSR (G2 FAYR Ly lyagSN Ay GK
a n n déwhtas in a rather critical voice about the problems, irritating the
volunteers involved in the rescue work against the flood. It can be said, that here
G222 GKS 101 2F AyF2NXIGA2Y YSIyld GKS o
towaitforaphéaiS 2F 62NJ = NI OGKSNJI AT AG asSsSvya G2
why, and how much has to be waited. Own experience says that the people have to

feel, that what they are doing is important. To this reason, they also have to know,

if at the given place m adequate task to the given number of volunteers may
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I Qldzr ffte 06S® C2NJ adzOK Ol asSax Al ArayQi
number of workers to places, where there is lack of them.

By the time of writing, we could manage to determioely magnitude of the
people taking part in the defence against the flood voluntarily in 2013. It could be
some sort of acknowledgement for the volunteers, if they could show their friend
e.g. on the internet, when and where they did their part of engagemé& his
g2dz2 Ry Qi YSIy YdzOK SEGNI 62N)] X aAayoOSs
to recognize, that by their arrival at place, administration had been sufficiefjt.[1
Acknowledgement could also increase efficiency.

Other form of utilizing volurger work is the partaking in organizing the flow
of information. A tendency to this, already evolving spontaneous, can be reached in
the following online article:

a!' 4t GKS GAYS:E ¢KSy G(KS ¢gSoaAriasSa 27
where impossibleto reach, community media has shown an outstanding
performance: people were able to refresh their information about rdmolcks
from blogs, the Facebook and other Web2 channels constantly. Many asked here
for help or offered some for them being in troubl8peaking of Web2, the blog
Media 2.0 is worth mentioning, where a real commésiinami evolved, when a
poster stated: in place of the state media and leading news portals, the country
side radiestations and community media saved the car drivers fromeZneg
RSI UGB DPE o™

Nowadays many possess devices securing mobile internet reaching, and they
also get information online. At the snow emergency in March 2013 official web
pages broke down, possibly due to a spontaneous DDoS attack caused by too man
visitors. In our opinion, this leads to two possibilities and tasks for official
organizations:

- Develop their own technical conditions, secure greater server capacity, and

higher reaching speed.

- Utilize community pages, Web2 and the possibilities given by Itgyaand
will of volunteers to communicate.

PGAEAT Ay 2S8S6n AayQld +ty ARSI 2F (GKS
the opportunity during the snow emergency:

Gl 5C O2@0SNBR (KS S@gSyaa 2y Ata cCI O
the soldiers were at, in what kind of rescue work they were involved. Followers
could get information first hand, in which hospital parturient women had been
brought by tracked or other high performance military vehicles, or where seriously
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ill people had been rescuedp whom the ambulance stuck in snow, could not
NEI O ®€ oM™
Everyone recalls the SMS sent by the BM on 15. March 2013, regarding the
snow emergency. It got into focus of jokes and the crossfire of opposition, but in
our opinion it has been an engagement dé@ay forwards. In case, we learn from
the failures during the mentioned procedure, we get a tool good to go in an
emergency situation to reduce the effects of an attack against critical infrastructure.
[ SGQa FylftelS gKAOK FIAfdzNBa (KS 2YAy?2
1. It had been delivered to every person possessing a cell phone of
Vodafone and “mobile network, even being hundreds of kilometres

away from the events.

2.L0G O2yaAraitaSR 2F AYyF2NNIGA2Y o6SAy3a
52y Qi | ol yR2yfyod Pudzolt ofseflol, Sitf iffoHanother
OSKAOf SH aAyAaidNR 2F LYGSNA2NE KSER
ones stuck in the snow.

3. It reached the people too late. The road blocks caused by the weather
O2YAYy3a FNRBY RANBOGA2Y reatShe 8aine e, RY Qi ;
but cars stuck in the snow already in the afternoon of 14. March. The
{a{ KIFR 06SSy aSyid 2yfteée FFFTISNI mn 2QO0
spend many hours already in custody of the weather.

CkAf dzZNBE mY A&y Qiegislation In ketlizMBcarding tziAtilh € | O
Samu, senior adviser to the Ministry of Interfarfhe cell phone providers are not
obligated to send messages of this kind. Thus, in emergency, like this, we are
depending on the welineaning of the providers.

Question is, if the circumstances, regarded by us as failure are somehow to
0S YIFIAYGlIrAYySR® 2SS KI@S GKS 2LAYA2Yy GKI
possibilities in order:

First failure, according to the chief executive, was that the SMS could only
have keen delivered in this form, involving everyone in the same network. It is
most likely, that this is also the case nowadays, but technically it is possible to
maintain the identification of active cell phones at a certain territory. It is widely
known that those cell phones are communicating constantly with the regional
G26SNJ 6SAy3a ySEG G2 G(KSYZ S0Sy 6KSYy 6S F
this communication involves also the number of the given cell phone. It is
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practically only the question diW and SW that if necessary, a list of the devices in
reach of the given tower could be received. It is understand, that an SMS could be
sent to more users simultaneously.

Even in this case it cannot be ruled out of course that also people would get
the message, who are not concerned in any form by the events given. If we think
about the events above: the highway is only a part of the territory covered by a
certain tower, so if an SMS would have been sent in the manner consulted, some
would have got it witin the security of their room, outside the emergency on the
road. However, this circle would even have been smaller this way, as it was in
reality as the events occurred.

In our concern, a legal question is regarded as a greater problem. Namely the
protection of personal data. Where and when one be, is regarded as personal data,
and it can even possibly be a special kind of personal data. Collection and settling
of such personal data is regulated by I&Jythus the list of data suggested by us to
be colleted in an emergency has to be clarified.

The second failureAnalyzing the information held in the message, question
may occur, what the 160 characters of an SMS could be enough for. It seems to be
quite small portion, if we consider that in favour to avoid misunderstandings, the
regular shortenings of everyday nssgjing must not be used in this case. Our
opinion is despite the above, that much of useful information can be sent this way,
with the psychical effect being of even more importance, since the ones concerned
by the events have not to feel themselves aloaed being abandoned in their
situation. What kind of information may it be? For example:

- Certain information regarding the place of rescte: 8 SR 2y 2 dzNJ

you are being near an emergency situation, help is expected to arrive in one
K2 dzNH €

- Refering to a broader source of information. During the flood of June 2013,
0KS NIYRA2 adGFGA2y 2F D&! NI OAGe& |t NX
and the defensive works before the arrival of the flood. Similar to this, public
media ran flood emergenagdio, using the frequency of the station Neo FM.
Utilizing this opportunity, attention of those in trouble can be calléd: I & S R
on our information, you are being near an emergency situation. For further
information, please listen to XXXXXX radio statigh F NBIj dzSy O0&
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The above are only some kind of ideas, content of the information has always
to be aligned to the events, but from these two examples it can be seen that this
kind of communication can also be useful.

Third failure was caused btS FI OG0 (GKI 0 GKS adaeadsSy &
kind of communication. According to Attila SaB&[Y ¢G5 dzNAy 3 GKS FANEK
rescue, biggest problem seemed to be, how to reach those trapped in snow. They
have had to be calmed, and informed. Many pbsgies had been analyzed, and it
GdZNYy SR 2dzi GKIG &ASYRAy3 +y {a{ 662dAZ R 0S5

We are sure, that in case, the technical and organizational measures had
been introduced, and regulation obstacles would be tackled, in certain cases the
staff caordinating rescue or defence, would be able even in the first hour to live up
the opportunity given by sending SMS.

Dealing with the fourth failure is a task for the lamaker. We would like to
reflect on some other issues that require legal regulatiomeH.

The first two questions of legal regulation have already been mentioned;
namely the ability to collect data of personal kind during protection of critical
infrastructure, and the responsibility of the operator by helping the flow of
information inSMS.

¢tKS fFg 2y StSOGNBYAO YSRAI NB3IdzA I 1Sa
FNBE F&dadz2NBER (2 KFYyRfS Rd2ZNAYy3a GKSANI 62 NJ ¢
type of call or other service, the direction, starting and timeframe of
communication, volumeof data transmitted, the ID of the network, cell and the
LJ- NI A Odzf  NJ RSOAOS dzaaAy3a GKS ASNDABGE oLag
used, as collectible. Point (10) of the same paragraph regulates the case of handing
over data:

G¢ KS Sd ®&OriuNi@agon providerg to assure the fulfilling of the
regulated tasks of investigating authorities, prosecution, court, and national
security agency authorized to acquire data by lgws obligated to hand the
required data over, or secure accesdt&K SY> Ay | OO02 NRI ¢g|OS 4A (K

Thus the lanwmaker has only to clarify in law, who and in which form has to
deliver the data necessary to send the separated SMS in case of protection of
Critical Infrastructure, or mop up of a catastrophe.

As a summarized conclusion of the attacks on CI analyzed above, we can say
that in reduction of such attacks, information of the population, especially those
concerned, is inevitable. With proper information it can be maintained, that
volunteer engagemenbecomes more effective, and those suffering from the
events can be of more confidence towards those participating in their rescue. Both
are important factors in the judging of the rescue work. Every possible tool is to be
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utilized during the information othe population, anyhow technical and legal
problems have to be solved to maintain this.
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Abstract:

¢CKS oNRGSN aK2ga Ayld GKAA LI LISNI KAa o«
which is made also by the writer. He got the result, that the plasma speaker
combined with electromechanic speaker able to produce good qudlitgice and
frequency response.
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