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Greetings

Welcome Dear Colleague, Dear Reader!

On November 10, 2021, for the 21st time this year, t he Signal

Department of the Faculty of Military Science and Officer Training of

the University of Public Service Ludovika, in cooperation with the

Infocommunication and Information Security Department of the

Hungarian Defence Forces Command, the Scientific As sociation for
Inffocommunicaton and the Tivadar Pusk§8sfthEechni c
Faculty of Military Science and Officer Training of the University of

Public Service Ludovika , organized its international  scientific -
professional ¢ onference a't the St ddce&SHomv @®da Cul tur a
Center, which for the first time this year was named

Anfocommunication 0 .

The conference is an integral part of the Hungarian Academy of

Sciences' series of events, dating back several decades and marked

by the Hungarian Academy of Sci ences since 1997, and has been

officially celebrated every year since November 3, 2003. In doing

so, it commemorated and paid tribute to the moment , when the
estates of I stv8n Sz®chenyi contributed
Hungarian Society of Scientist s by offering an annual income, which

later enabled the establishment of the Hungarian Academy of

Sciences.
The aim of the conference - which was held for the first time in 2000
-, is to provide a scientific  -professional forum for national and

internationa | professionals, researchers, academics and students in
10
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the field of infocommunication to share their knowledge , their
experiences, to present the results of their research and to build

relationships.

The topics of the conference related to the infocommuni cation were
covered from so many interesting aspects by 24 high quality
presentations performed by 23 national and foreign speakers in
Hungarian and in English as well , among whom we were able to
welcome participants from Vietnam, Finland, Sweden, France and

Poland on the spot and in the online space as well.

In addition to the interesting presentations, the professional quality
of the event was raised by a spectacular exhibition, which
represented the up -to-date technological -, technical - and service

qual ity of the infocommunication thanks to the cooperating partners.
The event had about 90 registered participants.

In this publication, with the authors' contributions, the Editorial
Board collected the abstracts and the reviews of the presentations,
as are sult of which 23 presentations were published, which itis very

pleasing to make available to the Dear R eaders.
Budapest, 10th November 2021

Dr . habil . Ker ti
Chair of the Board

11
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~INFOKOMMUNIKACIO 2021
Nemzetkozi Tudomanyos - Szakmai Konferencia programja
(2021. november 10.)
Védnok: Gaspor Tibor ezredes
(Magyar Honvédség Parancsnoksaga Infokommunikaciés és Informaciovédelmi
g csoportfénokség, meg,bl’zott csoportfb;nék) .
STEFANIA PALOTA - HONVED KULTURALIS KOZPONT
(Budapest, 1143, Zichy Géza u. 3.)
08:20-08:50 REGISZTRACIO
MEGNYITO - grof Eszterhazy Mihaly terem
09:00-09:05 7
" Dr. FEKETE Karoly
Levezetd elndk: Dr. FEKETE Karoly
PANEL I. - grof Eszterhazy Mihaly terem
09:05-09:20 | Prof. Dr. KOVACS Laszl6: A Magyar Honvédség kiberképességei.
. . Dr. Nguyen Huu PHUOC DAI: 5G technology:
09:20-09:35 ; :
The general overview of security obstacles.
—— Dr. MAGYAR Sandor: Kiberbiztonsdg a szervezetek stratégia
0953502350 alkotasaban.
Dr. Tomasz MARCINKOWSKI - Dr. Juliusz SIKORSKI: European
09:50-10:05 | Union’s policy towards COVID-19 crisis in 2020 and the Russian
contribution to infodemia.
" s DOZSA Laszlé: A NATO Osszekapcsolt Miiveleti Infokommunikaciés
10:05-10:20 57 . . X I iy VI
Halézat kezdeményezés hazai megvalositasanak idészerli kérdései.
Dr. DACZI Diana: A miiholdas kommunikacié szabalyozasi alapjai
10:20-10:35 | . =
és egyes trendjei.
POLOSKEI Janos: C4I Capabilities of the Hungarian Defence Forces,
10:35-10:50
Force Development and Procurement Challenges.
Herve NAPOLETANO: HTZ - The reference tool for electronic
10:50-11:05 i o
warfare and tactical communications.
11:05-11:45 KAVESZUNET és KIALLITASOK megtekintése
Levezeté elndk: Dr. TOTH Andras
PANEL II. - grof Eszterhazy Mihaly terem
Olov CARLSSON: Military Spectrum Management with the WRAP
11:45-12:00
Software.
12:00-12:15 KARDOS Tamas: A jov6alldé EDR rendszer informacidbiztonsagi
i ) kérdései. Quis custodiet ipsos custodes? - Ki 6rzi az 6rzéket?
12:15-12:30 | SZEMENYEI Bertalan: IMVision - a felligyelt strukturalt halézat.
. . NAGY Ferenc: A mesterséges intelligencia alapl detektorok
12:30-12:45 : £ % 4 :
aIkaImaza’sa a hatardrizetben és a kdézrendvédelemben.
12:45-13:00 TRENC§ANSZKY Imre: Személy, adat és periméter védelmi
megoldasok.

210 Ne msamkmaiKanferentia d o m8 ny os
0210 I-Prdfessiomab Confenerced

ent
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13:00-13:15 | CSORDAS Szilard: Barmi mas, ami biztonsdgosabb a jelszonal?
13:15-13:30 | Pr- PRISZNYAK Szabolcs: Az IT vezetbk ujszerl kihivasai
napjainkban.
13:30-13-45 | Dr. TOTH Andras: Az Uj OWASP Top 10.
Levezetd elnék: MEGYERI Lajos

PANEL III. - Aradi terem
Dr. FARKAS Tibor: The challenges of Military Education System:
National ICT officer training.

12:00-12:15 DOZSA Laszlo:_'l-\”nemzett muveleti infokommunikaciés rendszer

11:45-12:00

12:15-12:30 | ZENTAI Daniel: Kriptografia a kvantumszamitégépek vildgaban.

12:30-12:45 | SZ. PODMANICZKY Katalin: Hol kezdédik az informéaciévédelem?
i X BOGDANOVITS Andras: A vezetékes infokommunikéacid biztonsaga

12:45-13:00 Ry

a NIS2 tukrében.

BALOGH Péter: A kibertér allami szerepléi. Az allamok altal

13:00-13:15 | tdmogatott kibermliveletek jellemz&inek és globalis halézatanak

feltarasa.

13:15-13:30 | BODNAR Istvan: Operational use of CnX Systems.

SZABADFOLDI Istvan: Military Operation Planning supported by

13:30-13:45 | » ificial Intelligence.

13:50-13:55 ‘ A KONFERENCIA ZARASA - grof Eszterhazy Mihaly terem
' : Dr. FEKETE Karoly

14:00-15:00 | EBED

nt

WIRKOZLES! ES.
INFORMATIKAL
TUDOMANYOS

EGYESOLET

%, N—
> =
=~ PUSKAS
TIVADAR
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OFFICER TRAINING
SIGNAL DEPARTMENT

~INFOCOMMUNICATION 2021"
International Professional-Scientific Conference program
(on 10th November 2021)
Patron: colonel Gaspor, Tibor
(Infocommunication and Information Security Department of the Hungarian Defence
Forces Command)

STEFANIA PALACE

(HU - 1146 Budapest, 3. Zichy Géza Street)

08:20 AM - 08:50 AM REGISTRATION
OPENING - gréf Eszterhdzy Mihaly hall
Dr. FEKETE, Karoly

Chairman: Dr. FEKETE, Karoly
SESSION I. - grof Eszterhazy Mihaly hall
09:05 AM - 11:05 AM (Budapest)
Prof. Dr. KOVACS, Laszl6: A Magyar Honvédség

09:00 AM - 09:05 AM

09:05-09:20 A . 2
kiberképességei.

09:20-09:35 Dr. Nguyen ﬂuu PHUQC DAI: 5G technology:
The general overview of security obstacles.

09:35-09:50 Dr. MAGYAR, Sandor Kiberbiztonsdg a szervezetek

stratégia alkotasaban.

Dr. Tomasz MARCINKOWSKI - Dr. Juliusz SIKORSKI:
09:50-10:05 European Union’s policy towards COVID-19 crisis in 2020 and
the Russian contribution to infodemia.

DOZSA, Laszlé6: A NATO Osszekapcsolt Mlveleti
10:05-10:20 Infokommunikacids Halozat kezdeményezés hazai
megvalositasanak idészer( kérdései.

Dr. DACZI, Diana: A m{iholdas kommunikacié szabalyozasi

10:20-10;35 T .
alapjai és egyes trendjei.
POLOSKEI, Janos: C41 Capabilities of the Hungarian
10:35-10:50 Defence Forces, Force Development and Procurement
Challenges.
Herve NAPOLETANO: HTZ - The reference tool for electronic
10:50-11:05 . _—
warfare and tactical communications.
11:05 AM - 11:45 AM COFFEE BREAK/EXHIBITION

Chairman: Dr. TOTH, Andras
SESSION II. - grof Eszterhazy Mihaly hall
11:45 AM - 13:45 PM (Budapest)
Olov CARLSSON: Military Spectrum Management with the
WRAP Software.
KARDOS, Tamas: A jovéallo EDR rendszer
12:00-12:15 informacidbiztonsagi kérdései. Quis custodiet ipsos custodes?
- Ki 6rzi az 6rzéket?
SZEMENYEI, Bertalan: IMVision - a fellgyelt strukturalt
halézat.

11:45-12:00

12:15-12:30
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) i NAGY, Ferenc: A mesterséges intelligencia alapu detektorok
12:30-12:45 z R , i %
alkalmazasa a hatardrizetben és a kdzrendvédelemben.
12:45-13:00 T!!ENC_SANSZK,Y, Imre: Személy, adat és periméter
védelmi megoldasok.
13:00-13:15 ;SOBQAS Szilard: Barmi mas, ami biztonsagosabb a
jelszénal?
13:15-13:30 Dr. .P_RISZNYAK, Szabolcs: Az IT vezetdk Ujszerd kihivasai
napjainkban.
13:30-13-45 Dr. TOTH, Andras: Az (j OWASP Top 10.
Chairman: MEGYERI, Lajos
SESSION III. - Aradi hall
11:45 AM - 13:45 PM (Budapest)
11:45-12:00 Dr. FARKAS, Tibor: The challenges of Military Education
s System: National ICT officer training.
DOZSA, Laszlé: A nemzeti miiveleti infokommunikacios
12:00-12:15 rendszer technikai validaciéjanak lehetséges megvalositésa
2022-ben.
12:15-12:30 Z‘E'NT'AI, Daniel: Kriptografia a kvantumszamitégépek
vilagaban.
12:30-12:45 SZ. ?(_),le'lANICZKY, Katalin: Hol kezdédik az
informaciévédelem?
12:45-13:00 BOGDANOVITS, Andras: A vezetékes infokommunikacio
- i biztonsaga a NIS2 tikrében.
BALOGH, Péter: A kibertér allami szerepl6i. Az allamok altal
13:00-13:15 tdmogatott  kibermlveletek jellemzdinek és globalis
halézaténak feltarasa.
13:15-13:30 BODNAR, Istvan: Operational use of CnX Systems.
13:30-13:45 SZABADFOLDI, Istvan: Military Operation Planning
i 2 supported by Artificial Intelligence.
i s CLOSING - grof Eszterhazy Mihaly hall
13:30 BM~15: 35PN ’ Dr. FEKETE, Karoly
14:00 PM - 15:00 PM ’ LUNCH
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FEKETE, K 8 r oll iwfocommunication trends based on the
NATO Future Mission Network Concept

Correferatum

The development of infocommunication processes is greatly
influenced by the scientific and social trends that are typical today.

Of these, the exponential growth of the world's population plays a
decisive role, resulting in an accelerating growth of scientific
potential in society as a whole. The process is appreciably
strengthened by the scientific breakthroughs that have led to
significant changes in materials technology.

As a result of these material technolo gy researches, the
performance of computers and microprocessors on which
infocommunication systems and networks are based has followed

the law of G. E. Moore for several decades, a trend that seems to

be assured for a few generations to come. Thus, the act ive elements
of infocommunication networks provide information transmission

not only at the application level, but also in the hardware -based
areas with high data transmission speeds that have not been
possible so far. These effects are also well feltinm ilitary applications,
driven in part by commanding expectations.

The NATO Integrated Operational Information Network (FMN)

initiative, as set out in the Future Mission Network Concept, aims to:

! Head of the Signal Department of the Faculty of Military Science and Officer
Training of the University of Public Service Ludovika

16
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A Operational i nteroperability;
A Development of wmeInmon proced

A Coordinated capabilities creation.

Dynamically growing battlefield elements, such as robots, vehicles,
weapons systems, intelligent clothing and their audio -visual and
medical sensors used in military operations, produce an extremely

large amount o f data that must be processed and interconnected in

a timely manner with high re liability (Internet of Military/ Battlefield
Things - IoMBT) and forwarded to commanders.

Of particular importance is the extension of Virtual and Augmented

Reality (VR, AR) to  military applications, including:

A - VR and AR environments and decision
A VR in Battlefield visualization:
A VR combat simulati on;

A The Mission Rehearsal Exercise.

Thus, military infocommunication networks according to the Future
Mission Network C oncept and operating on the battlefield of the
future are undergoing an evolutionary development process, in
which previously separated networks are losing their dedicated
character (voice, data and media transmission networks). The
military infocommunicat  ion network of the future will increasingly
operate on the basis of a common communication protocol, covering
both short -range and long -distance networks as well as mobile and

fixed networks.

17
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ocommunication trends based on the
KIATO Future Mission Network Concept
Karoly Fekete
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The explosive release of nuclear
energy is the result of the strong force

= J8CT™

~ 4B0™ DX Proceossor

are all the results of electro-magnetic
force

Top.
Moawor wtll

lm-mnaln-

Carv-evsol the
wroak force

@

Some forms of radio-activity are the
result of the weak force

"

o e apas

Moore's Law
Means More Performance

Proceosscor

Heavor wtill, measuring
Bottom quirks i mn enpomunt
Tost of lectioweas thoary

gravity

~
-

Al the weight we experence is the
result of the gravitational force

Folt by:
a1 particlen with mase
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Gigastone
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2021.12.09. D Eakete Karoly
Original data up to the year 2010 collected and plotted by M. Horowitz, F. Labonte, O. K. O 5 and C. Batten

New plot and data collected for 2010-2017 by K. Rupp

The growth in core network traffic

Il 2m 1= 1= 2nd 2nd
discovery era sharing era commerce era sharing era commerce era
(search) {personal content) (video and eGoods) (personal context) (everything)

4.3 ZB/year
connected
everything
-
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20000 !
22400 L
70 To 2011 2012 2013 7014 015 contextual
a0 | automated
a0 experiences
252 1 PB/Mo “ o ———we|[15(0(aT |
208 5o 2000 3007 3000 200 o LR
1520 2.6 ZB/year
00 parmo o | [ vourube | 8K video
= ol - rareeeassl _FaccDOOK | + cloud
= o oo swon o oo 20 )
w© // hosting
o PB/Mo ~ M oy user-
oon e 1956 1997 1998 1999 2090 generated
a0 content
aos 1.0 ZB/year
950 1991 1992 1993 1994 1355
1970 1990 1995 2000 2005 2010 2015 2020

(Bell Labs Consulting analysis)
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Wearable
Devices
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A valdsideji adattovabbito-rendszer katondi ruhdzaton
viselheto valtozata a 2 db mobil-eszkozzel (NKE Hirado

tanszék Demonstrdcios eszkoz) e S
Feladata: ketiranyu hang es adatkommunikacio + kepi és
hanginformacio tovabbitas

isakkamera FejbeszélG+hallgaté

~

Taktikai mellény a beépit
eszkozdkkel (interfészille
Migitalizalas,ad6fokozato

2 db IP67-es védettségi
érintéképernyos
mobileszkéz a szbéveges
lizenetek és a 2.
videostream kétiranyua
tovabbitasara

Zoom Camera
- Antennae

Lithium-ion
battery
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mobilitis )
Szoftver radiék 4-5Gmobil

i komm. |SpN SDH ATM Katonai Internet/Extranet

N :
Mikrohullam ©Ptika

P-LAN Body-LAN

Internet
PC-WAN MPLS
PC-LAN WWW WiFi, WIMAX
PC/Szerverek
IPve
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René ter Haar: Virtual Reality in the Military: Present and Future, 3rd Twente Student
Conference on IT , Enschede June, 2005, Copyright 2005, University of Twente, Faculty of
Electrical Engineering, Mathematics and Computer Science, the Netherlands,
d.w.terhaar@student.utwente.nl;
Clark, J., 2015. “I'll Be Back: The Return of Artificial Intelligence,” Bloomberg, Business,
February 3 (http://www.bloomberg.com/news/articles/2015-02-, 03/i-ll-be-back-the-return-of-
artificial-intelligence);
Marcus Weldon: THE FUTURE X NETWORK A BELL LABS PERSPECTIVE, CRC Press,
Taylor and Francais Group, Bell Labs & Alcatel Lucent, October 22, 2015, ISBN 978-1-4987-
5926-7
Ray Kurzweill: The Singularity Is Near, Penguin Group, 2006, ISBN 978-615-5229-26-8;
Mitch Barnes, H.R. Everett, Pavlo Rudakevych: ThrowBot: Design Considerations for a Man-
Portable Throwable Robot, SPAWAR Systems Center, Code 2371, 53560 Hull Street, San
Diego, CA 92152-5001, Robot West, 3485 Sacramento Dr. Ste. C, San Luis Obispo, CA 93401,
(http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.62.2144&rep=rep1&type=pdf);
Niels M. P. Neumann, Maran P. P. van Heesch, Patrick de Graaf: Quantum Communication for
Military Applications, International Conference on Military Communication and Information
Systems, ICMCIS 2021, 4-5 May 2021, Virtual edition, Cornell University.
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= Clay Wilson: Avatars, Virtual Reality Technology, and the U.S. Military: Emerging Policy Issues,
CRS Report for Congress, OC RS22857 April 9, 2008, Don Tapscott and Anthony Williams,
Wikinomics, Penguin Group, New York, 2006.

. Michael Peck, Soldiers Learn Hazards of War in Virtual Reality, National Defense, February,
2005, [http://www.nationaldefensemagazine.org/issues/2005/Feb/UF-Soldiers_Learn.htm].

= Andras TOTH: Network centric communication sytems to support signal military decision
making process, In: Zoltan Rajnai, Bela Puskas, Gabor Vanderer, MIKULAS SOSTRONEK,
ROMAN BERESIK, MARIAN BABJAK, DANUSA SPILA (szerk.), Proceedings of the
international conference New Trends in Signal Processing 2014. 176 p. ,Tatranské Zruby,
Szlovakia, 2014.10.15-2014.10.17. Liptovsky Mikulas: Armed Forces Academy of General
Milan Rastislav Stefanik, 2014. pp. 112-115.

= Farkas, Tibor: Communication and Information Services: NATO Regquirements, Part |,
REVISTA ACADEMIEI FORTELOR TERESTRE / LAND FORCES ACADEMY REVIEW 25: 4
pp. 281-289., 9 p. (2020)

- Jobbagy, Szabolcs: A neg'yedik generaciés hadviselés infokommunikacios aspektusai -
Fogalmi kitekintd, HADMERNOK 12 : 1 pp. 203-213., 11 p. (2017)

ocommunication trends based on the

ATO Future Mission Network Concept
Karoly Fekete
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NGUYEN, Huu Phuoc Dai: 5G technology: The general
overview of security obstacles

Correferatum

5G technology is the latest wireless technology available. It offers

three main advantages compared to previous generations (1G -4G):
higher speed, higher responsiveness, and more bandwidth. Along

with the advantages presented above, the fifth generation op ens up
various opportunities in different industries such as education,
healthcare, smart cities, transportation, smart homes, energy,
manufacturing, and more. Nevertheless, the innovation outcomes,

5G, are vulnerable to security issues. As a result, this work identifies
and analyses these factors to formulate and implement effective

countermeasures.
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@ 5G TECHNOLOGY:
THE GENERAL OVERVIEW OF SECURITY

OBSTACLES

Dr. Nguyen Huu Phuoc Dai
Dr. Lourdes Ruiz
Prof. Dr. Rajnai Zoltan 10nnnnnnnnn

\
. i

Obuda University - Doctoral School on Safety and Security Sciences, Hungary

(2020's)
Unlimited
Data
capacity,
User
experience

Countries: South Korea, China, United States, UK, Italy, France, Thailand, Vietnam...

Obuda university, Budapest, Hungary
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BENEFITS

» More speed
» More responsiveness (low latency)

» More bandwidth to connect more devices

7\ *PHE APPLICATIONS OF 5G
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INDUSTRY \

Mobile/public
k

Public network
With dedicated

antenna on [}

ot premises !

| |
X Private LTE/5G
W Strong data security. *s_ Close campus network
No access to private e

network form outside

Predictive Maintenance
Fast reaction
__in case of problems

T wosapy auosinag sanog

Information Yh
about/configuration

of production processes

machines on
campus

o Autonomous to the truck

Easy connection (o other networks - on shortest way

o

' SVFART GRID & HEALTHCARE |
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CHALLENGES

Spectrum challenges 5 G

L
* Deployment cost
Low band (FR1) Mid band (FR1) High band/mmWave (FR2)
450 MHz - 1 GHz 1GHz -7 GHz 24 GHz - 52 GHz
° e ] || [Sewcowm
Privacy pe] e
o%e® o%e® (5]
Frequency
.
>

Penetration/distance

a
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Security issues Description
- Data leakage, unsecured Wi-Fi, network spoofing, phishing attacks,

Mobile virtual
spyware, broken cryptography, improper session handling

operations

Telecommunication - Slamming, cramming, toll-frec number fraud, social engincering,
fraud bypass problems.

The loT issues & Wi-Fi attacks, radio frequencies, access points, and the like

- Attacks on availability, authentication, and confidentiality,
Network attacks DoS/DDoS  attacks, software-defined  networking  (SDN)
vulnerabilitics, network function virtualization (NFV).
- Location tracking, identity, and personal data lost through semantic
User privacy  information attacks, International Mobile Subscriber Identity (IMSI)
attacks
Network security - Eavesdropping, man in the middle attack, Replay attack, DoS attack,
vulnerabilities, Relay to interleaving attack, virus/malware attack
relay communication
Security issues from - Intcrcepting SMS messages, denial of service (DoS, diamcter
(1G to 4G) signaling protocol problems)

THANKS FOR YOUR LISTENING

Aot . - . 1 17,
UDnaa umversiy, buaapest, TTungary
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MAGYAR S8ndoKi berbi ztons8g a szervezet
al kot 8s8ban

Korrefer 8t um

Az el ektroni kus eszk®z©°Kk sz8m8nak

jelent Rs ®g e a mi ndennapi ®l et sor 8n f
tendenci 8§t mut at4l.9 Ai ICDYjl Or vEny i s a
egyfajta kataliz8tork®nt mTkoedett, a
ter¢gl et ®nek el Rmozd?t8s8val . A sze
informati kai remegzeencé bk eR 8t al ak2tott
el k°®vetett t8mad8§sok, vVvissza®l ®sek sz

kompl exebb®, kifing®Rsl teglybh 8 Rb&Int alk ok
n°vekedtek. A kibert®r bRI ®r kezR feny
sz2nteri®tf oazmat i kai rendszerek terg¢l e
ez®rt szeml ®l etvs8§lts8s eslzRtkBrRlgee.s s ®ge k-
Mi nden szervezet fennmarad8s8hoz, hat
sz¢i¢ks®ges szervezeti (vagy ¢zl eti) s t
dokumentum r @xzz &t, k@mWwsz2tik ki a fun|
Yagy , mi nt a hum8n strat ®gi a, a p®nzg¢g
strat ®gia stb. ter¢gl etei. A strat ®gi &
j el en 8l |l apotot, meghat 8rozz8k ®sz

hozz8rendeks®gasslz@p®seket, felt®tel ek
A kiberbiztons8g terg¢lete a strat®gi ai

ef ¢ag m§ s funkcion8lis strat ®qgi

o
(2]
(2]
N

eset ®ben a szoros egy¢ttmTkeod®s n®l k¢!
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A strat®giaal koda®&B8s i rsfzeerrm®Pei -t echnol - gi a
kapcsol - d- szakter¢l etek eset®ben n®l k¢l
fontos szerepe van ez el ® endR c¢c®l ok me
strat ®gi a ®rintettekkel t°rt®nR megi s
el k°telezett s®gnek ®sszarvkZehgezetvBl t o:
k°vet ®s®nek, tov8bb8§ a strat®gia felg¢glvi
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NEMZETI

KOZSZOLGALATI

EGYETEM
“ LUDOVIKA

Kiberbiztonsag a
szervezetek stratégia

alkotasaban

"Még hat hdnappal ezelbtt valdszinlileg azt mondtuk
volna: Ransomware, ez blincselekmény, de ha hatassal
van egy nemzetre, mint lattuk, akkor nemzetbiztonsagi
kérdéssé valik".

Paul Nakasone*

*Paul Miki Nakasone az Egyesiilt Allamok hadseregének tibornoka, az Egyesiilt Allamok Kiberp
i agi Ugynokség i 0ja és a K6zponti Biztonsagi Szolgalat foncke.

ksaganak p ka. egyidejilleg a
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r LY 4 r -

Informacios technologia

- ” V4

fejlodese

+ Az elektronikus eszkozok szamanak drasztikus novekedése,
elentdoseége a mindennapi élet soran folyamatosan novekvo
endenciat mutat.

«A COVID-19 vilagjarvany is a _ digitaljzacié  egyfajta
katalizatorkent mukodott,, a Home Office _és a tavmunka
teruletenek , elomozditasaval. Home  Office -  otthoni
munkavegzes

« A szervezetek f;]g&('isége az , informatikai rendszerektdl
megemelte, atalakitofta a kibertérben elkovetett tamadasok,
visszaélések ~szamat, amelyek Kkivitelezései komplexebbé,
kifinomultabba valtak és egyidoben azok hatasai is novekedtek.

+ A kibertérbdl érkez6 fenyegetések a jovo habortinak szinterét az

informatikai rendszerek Tterlletére fogjak athelyezni, ezért
szemléletvaltas sziksegessege kerll eldtérbe.

»Ctrl+F=kiber” a nemzeti stratégiakban

A Kormany 1035/2012. (Il. 21.) Korm. hatarozata
Magyarorszag Nemzeti Biztonsagi Stratégiajarél L sy wo |

1163/2020. (IV. 21.) Korm. hatdrozat
Magyarorszdg Nemzeti Biztonsdgi Strategidjdrol

1656/2012. (XII. 20.) Korm. hatarozat

Magvarorszig Nemzeli Katonai stralégidiinak elfogadasarol

A Kormaény 1393/2021. (VI. 24.) Korm. hatérozata | kiber 111 A v X
Magyarorszag Nemzeti Katonai Stratégiajarél L J
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A STRATEGIAI SZINTEK
Nemzeti,

[ Folss szint | | Atfogé stratégéik | e, O
* Vallds ésivagy idecicgial
alapy szervezet”
= Polibks,

| Kozépsb szint | [ Agazati stratégiak ] . :x?ﬁm

/ \ o Egoszsaggyl, st
Az sgazali stratégiskat alkold,

€u azok mIkOdetését bizlositd
=) (] oo ) Sammcens
L \

szervazés és vegrehattasi
programok.

* Globalis jelegUkbal acocden timutatnak a nemzet és kiIonféle
s20vetseg) és kuRurids alap trsadalmi ko20ssegl keretekan

A stratégiai szintek strukturaja
Forrds: Szendy Istvan: A katonai stratégia. Hadtudomdny, 2019/1-2., 18-34.

Szervezeti stratégiaalkotas
- Vizid - Misszid - Stratégia
. Portfélié- Program ‘ Projekt

« Rendkivil gyorsan fejlédé kérnyezethez alkalmazkodni
kell, ki kell alakitani a jovoképet.
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Kiberbiztonsagi stratégia

« A kiberbiztonsagi stratégiak szempontjabdl rendkivil
fontos a PreDeCo elv terlleteinek érvényesitése.

» Kockazat alapu megkoézelités.
» SecDevOps.
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