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Greetings
Welcome Dear Colleague, Dear Reader!

On 21 January 2021, the Department of Intelligence hosted the
International Scientific Conference on Military Information Security.
The main objective of the conference was to provide a professional,
scientific forum for the presentation of research results,
dissemination of knowledge and networking. A total of 11
researchers presented their research results, and the reviews have
been published in this professional journal with the authors'
contributions, covering areas that have a fundamental impact on

information security in today's military environment.

In this publication, the Editorial Board has collected the abstracts of
the presentations, which it is very pleasing to make available to the

readers.

Budapest, 13th May 2021

Dr. Fekete Karoly
Editor in Chief
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Conference Program

International Scientific Conference on Military Information
Security

Conference Program
13 May 2021

Time | Presenter | Title of presentation
1 Section chairman: Dr. Kdroly Imre Fekete Lieutenant Colonel, PhD, Associate Professor
Please click here to join the conference
10:00-10:15 Laszl6 Bakos Colonel, Opening Remarks
Deputy Chief of HDFC CIS &
CIS Security Directorate
10:15-10:30 Dr. Sdndor Magyar Colonel, HTE Information Security Department
PhD, Assistant Professor and its role
10:30-10:45 Dr. habil Tibor Farkas Major, New National Officer Training System in
PhD, Associate Professor the Faculty of Military Sciences and
Officer Training: Infocommunication
course
Coffee break
2 Section chairman: Dr. Sandor Magyar Colonel, PhD
11:00-11:15 Prof. Dr. Zoltan Rajnai Cyber Cyber coordination of government level
Coordinator for Hungary
11:15-11:30 Dr. Zoltan Nyikes, PhD, Security Awareness Increasing for Virus
Invited Speaker, Associate Attack Defence
Professor of Milton Friedman
University
11:30-11:45 Dr. Kéroly Imre Fekete A brief glance at Quantum
Lieutenant Colonel, PhD, Cryptography and Military
Associate Professor Infocommunications
Lunch break
3 Section chairman: Dr. Andras Téth Major, PhD, Associate Professor
12:45-13:00 Baldzs Szatmari Captain, Counter-UAV solutions
Instructor
13:00- 13:15 Kristof Kralovanszky, Assistant | You can’t protect what you can’t see -
Professor - Cybersecurity challenges of critical and
vulnerable infrastructures
13:15-13:30 Lajos Megyeri Lieutenant Biometric identification for security
Colonel, Assistant Professor purposes
Coffee break
4 Section chairman: Dr. Szabolcs Jobbagy Major, PhD, Assistant Professor
13:45-14:00 Dr. Andras Téth Major, PhD, Information security issues in 10T
Associate Professor solutions
14:00-14:15 Attila Sz(cs Lieutenant Security issues in distance education
Colonel, Assistant Professor
14:15-14:30 Dr. Zoltan Horvath Lieutenant | Information security of the radio
Colonel, PhD, Assistant networks, presentation of the
Professor possibilities of digital radios
5 14:30-14:35 Dr. Kéroly Imre Fekete Closing Remarks
Lieutenant Colonel, PhD,
Associate Professor
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Laszl6 BAKOS!: Opening remarks

First of all, allow me to thank you for registering and attending this
event. Unusually, today's conference, considering the pandemic
situation, will be conducted online.

Nowadays, the use of computer systems, smart devices connecting
to the internet has become a part of our work and our private life.
The safe use of these tools cannot be without adequate information
security.

The information security is an area that requires continuous
development, while new challenges are putting our existing
information systems and their security to the test.

In addition, the epidemic situation of the past year poses new types
of challenges for information security experts.

As a result of recently introduced regulations, online school
education has become part of everyday life for families. A significant
proportion of workers switched to working from home, not only the
civilian but the military personnel too.

Various smart applications for managing our life are spreading.
Online banking and payment methods are becoming more and more
integrated into our everyday lives.

At the same time, the spread of malicious viruses, which are being
used by cybercriminals to exploit the vulnerabilities of our systems
and the credibility of users, are gaining ground.

Using command control and communication systems during the land
and air operations planning and executing information security must
be given a special attention. During the processing and storage of
data, we must pay attention to the implementation of both
electronic and physical security at the appropriate level.
Government IT systems are increasingly being targeted by hacker
attacks. The protection of governmental and military
infocommunication systems nowadays is a priority task of the
information security experts.

I hope our event today will enrich them all with useful knowledge.
With these thoughts, I open today’s conference.

! Deputy Chief of HDFC CIS & CIS Security Directorate
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Sandor MAGYAR?2: HTE Information Security Department
and its role

Correferatum

On 15 September 2017, students graduating the Electronic
Information Security Manager postgraduate specialist training
course at the National University of Public Service in 2016/17
established a professional community, called Electronic Information
Security Managers Smart Club (EIVOK). The Club, as the alumni
community of training, held forums in every two months. The need
for professional forums has increased with the growing number of
the community. In 2018, it was decided that the Club join the
Scientific Association for Infocommunications as its Information
Security Department - EIVOK. The core values of EIVOK are
professionalism, simplicity, immediacy, independence, sharing of
knowledge and experience. Knowledge sharing in this area is
extremely important. As more than 200 people have already joined
a mailing list, the sharing of information within the community has
become extremely effective. One of the strategic goals is bring
information security leaders closer and provide an opportunity for
collaboration, to which nearly 20 organized forums have so far
effectively contributed.

2 Assistant Professor of University of Public Service
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eivok

SCIENTIFIC ASSOCIATION FOR
INFOCOMMUNICATIONS,
INFORMATION SECURITY
DEPARTMENT

HTE Information Security Department
and its role

Sandor MAGYAR

International Scientific Conference on Military Information Security - 2021

eivok

SCIENTIFIC ASSOCIATION FOR
INFOCOMMUNICATIONS,
INFORMATION SECURITY
DEPARTMENT

“Coming together is a beginning. Keeping
together is progress. Working together is
success.”

Henry Ford
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eivok

SCIENTIFIC ASSOCIATION FOR
INFOCOMMUNICATIONS,
INFORMATION SECURITY
DEPARTMENT

» Founded in 1949;

SC]entEl flC » Members are voluntary and ‘
Association for autonomous professionals working \\
Infocommunic in the fields of \

. telecommunications, broadcasting, “
ations electronics, information and media =
technologies in Hungary.

eivok

SCIENTIFIC ASSOCIATION FOR
INFOCOMMUNICATIONS,
INFORMATION SECURITY

Oeafmis Electronic Information Security Manager

Act L. of 2013

 Higher education and professional qualifications required or;
« 5 years of professional experience in the field.

26/2013. (X. 21.) KIM Decree

* Training are provided by the National University of Public Service
or; e
+ CISA, CISM, CRISC, CISSP.
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HISTORY of EIVOK

» On 15 September 2017, students graduating the
Electronic  Information  Security = Manager
postgraduate specialist training course at the
National University of Public Service in 2016/17
established a professional community called
Electronic Information Security Managers Smart
Club (EIVOK).

» The Scientific Association for
Infocommunications, Information Security
Department — EIVOK was established on 28 May,
2018.

eivok

SCIENTIFIC ASSOCIATION FOR
INFOCOMMUNICATIONS,

INFORMATIN ECURTY Default values

Professionalism Simplicity // Optionality // Immediacy /

Sharing knowledge and experience Independence
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eivok

SCIENTIFIC ASSOCIATION FOR
INFOCOMMUNICATIONS,
INFORMATION SECURITY
DEPARTMENT

Strategic
goals

eivok

SCIENTIFIC ASSOCIATION FOR
INFOCOMMUNICATIONS,
INFORMATION SECURITY
DEPARTMENT

3000 NL.OF Ul it Y

VY VYVVVVVVYVVVYVYVYVYVYYYYY

Professional Events

OLAH Istvan Gyorgy; NAGY Gabor, BUS Nikolett Katalin,

KRASZNAY Csaba, MAGYAR Sandor, LEITOLD Ferenc,

RAJNAI Zoltan, NAGY Sandor, OI.AH Istvan Gyorgy,

MUHA Lajos, BARACSI Katalm ROMASOVSZKI Attila,

KOVACS Zoltan; SIK Zoltan Nandor, NEMETH Imre

KOVACS Laszlo; ERDOSI Péter Maté; Buban Marton

VERECKEZI Bela, KELETI Arthur; SCHEIDLER Balazs; TARJAN Gabor

TOROK Szilard; MARSI Tamas; MAGYAR Sandor

BODO Attila Pal KRASZNAY Csaba Szlics Judit

10. DEVECZ Miklds; HANDR Endre; BEDERNA Zsolt

11. BUTTYAN Levente; BANYASZ Péter; OLAH Istvan Gyorgy; TARJAN Gabor

EIVOK conference: BUS Nikolett Katalin; LENCSES Gabor ; BUBAN Marton;
NAGY Sandor; OLAH Istvan Gyorgy

12. ZALA Mihaly; ZBOZNOVITS Csaba; VACZI Daniel

13. KRASZNAY Csaba; BiRO Péter; BODI Antal

14. SZASZ Péter

15. KRASZNAY Csaba; TOTH Rebeka; KATONA Gergd

16. MATYAS Gyula; SCHULCZ Norbert

TSZO/EIVOK 17.: KISS Tamas; KUTAS Péter; BACSARDI Laszlo; KOVACS Benedek

https://www. hte.hu/informaciobiztonsagi-szakosztaly-eivok

|

To bring closer the graduates and information “‘.‘
security leaders. ‘

Provide personal contact opportunities
|between Electronic Information Security
|Managers.

|Provide members with useful information,
lideas, suggestions, and solutions to gain a
\competitive edge in successfully solving future
\challenges.

/It organizes professional meetings and
|discussions (average every two months).

It collects, organizes, coordinates electronic
land printed professional materials, analyzes
and studies.

It involves additional information security
‘professionals in the joint work.

Organizing professional sections at HTE
conferences.
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v Want to know more
eivok
SCIENTIFIC ASSOCIATION FOR about us?

INFOCOMMUNICATIONS,
INFORMATION SECURITY
DEPARTMENT

Visit our website:

https: / /www.hte.hu/en/informaciobiz
tonsagi-szakosztaly-eivok

Read our latest report, which you
can find here :

;;;;;

eivok Do you want to join us?

SCIENTIFIC ASSOCIATION FOR
INFOCOMMUNICATIONS,
INFORMATION SECURITY
DEPARTMENT

Szakosztaly tagok szama (f6) Number of EIVOK community

members

50

P 9/15/2017 17 people

? 1 1/15/2021 206 people’,
o . Admission to HTE's Informati
= ! Security Department

15

10

- | https://www.hte.hu/tagsag-be

0 2018.05.28 2018.12.31 2019.12.31 2020.11.18

w Taglétszam 1 20 34 4
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SCIENTIFIC ASSOCIATION FOR
INFOCOMMUNICATIONS,

INFORMATION SECURITY
DEPARTMENT

Our contacts:
Mailing list: eivok@lev-lista.hu
E-mail: eivok@hte.hu

Website: www.
hte.huwww.hte.hu/informaciobiztonsagi,
szakosztaly-eivok

¥ We e
e A ARAA A ARAEAL AN

LIYYYYYY

“None of us is as smart as all
of us.”

Ken Blanchard.
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Thank you for your

attention!
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Tibor FARKAS3: New National Officer Training System in the
Faculty of Military Sciences and Officer Training:
Infocommunication course

Correferatum

In this presentation, the authors present the background and main
steps of transforming national officer training. In addition to general
skills and requirements, the lecture focuses on infocommunication
officer training. It presents the tasks of the Hungarian Defence
Forces Command and the Faculty of Military Science and Officer
Training in connection with the transformation. The transformation
is still ongoing, and some elements are not yet finalised; therefore,
the presentation will focus on the general areas and the main
orientations.

4

New National Officer Training
System at the Faculty of Military

Sciences and Officer Training

Military Cyber BSc

International Scientific Conference on Military
Information Security
13. May 2021.

3 Associate Professor of University of Public Service
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BG. Laszlé KOVACS e MAIJ. Tibor FARKAS

Inspector of the Hungarian

. :
Defence Forces Command associate professor

Cyber Inspectorate (Cl) * CIS Department/FMSOT
Professor * program leader (Military ICT
EW Department/FMSOT and EW BSc)

former program leader
(Military ICT and EW BSc)

kovacs.laszlo@uni-nke.hu

* farkas.tibor@uni-nke.hu

Introduction

Degree programs

The higher education system at Military
Faculty

The need of the new system

The new training system- overview
The cyber BSc
Questions to be answered
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UPS structure

Military Leadership BSc

Military Logistics BSc

State Aviation BSc

Military Maintenance BSc

The aim of this program is to educate and to train officers capable of understanding,
maintaining, and managing military systems and devices and also to introduce new
technologies.

Specialisations: military informatics; signal intelligence and electronic warfare; signal
(telecommunication, information security modules)

22
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The higher education

system at Military Faculty

| GENERAL STAFF COURSE |
ﬂ PROFESSIONAL

FURTHER

[ TRAINING COURSES | COURSES
(staff, tact, op)

UNIV + PROF PART |

2|3|a|slelzlcsl 2] (2029
] — 0 PhD EDU

BASIC MILITARY MASTER EDU (MSc
TRAINING

POSTGRADUAL EDU/TRG

' iiils The need of new system

INFLUENCING FACTORS

— Impact of generational characteristics

— The evolution of warfare and technology

— The basic mission of the Defence Forces, a
new concept

— The basic mission of the Defence Forces -
new concept

— ZRINYI 2026 Defence and Military
Development Programe

— Harmonisation of officer and NCO training

N\ J
=N

New capabilities and requirements
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- FMSOT/UPS-Ludovika

-3years

- theory-oriented (70%)

- more academic

- command/military leader
training (career officer)

-1year

puayap sisayL
wexa jeuty

BSc (MA)
- civilian universities

-3-3,5years
- (MSc/MA)

Tactical course

BRANCH COURSE

- more practical

- differentaited by

degree programs

- deneral military
leadership

- professional training

- internship at
Barracks/troops

- lack of professional
training (MD, lawyer,
mechanical engineer)

- specialist officer

— 3 years in BSc program

— no specialization

— 1-2 semester single

— univ. + mil. + ICT knowledge

— signal, IT, EW, Cyber knowledge
— theory-oriented

— separation of -

— General military commander
practice

— Technical/device focused

24

The new training

system overview

-2 years

knowledge

- FMSOT/UPS-Ludovika
- Public administration

- Educational activity

BSc (MA)

-1-2yrs

(engineering)

- civilian universities

- Specialist officer

3s4nod |euonesado

MILITARY
LEADERSHIP

TAINTENANCE/ ]
MILITARY CIS
KNOWLEDGE

Commander
career

PhD

career

Strategy
course

Pub. admin.
career
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N

8 semester lectures to 6
240 credits to 180 credits
ballance between the academic & branch part
more complex knowledge
continuous cooperation (Departments/Cl/16/)2)
ballance between military leadership & prof.
nowledge
Lieutenant who able to lead a platoon!

— Military leader

— Spec. officer
,Think out of the box!”

(4 N
Thank you for your @0/71[@,
attention! S00N~
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Zoltan RAINAI4: Cyber coordination of government level

Correferatum

In modern democracies the digital revolution has been stretching to
all aspects of life which generates significant dependency. Nowadays
members of the society are less viable if they do not use e-mail
addresses, bank accounts and cards, or some sort of positioning
system. The role and significance of digital infrastructures is
undisputed, they became unquestionable components of
transparent state functions, economic prosperity and successful
scientific research.

One the one hand, modern information society considers
information and communications technologies the engine of societal
evolution. On the other hand, the challenges of dependency, the
dynamics of development and the rate of penetration involve serious
threats.

In the presentation I would like to speak about some questions
about the hungarian aspects of national cyber security.

4 professor of Obuda University, Cyber Coordinator for Hungary
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Cybercoordination on
Government level in
Hungary

Prof. Dr. Zoltan RAJNAI
National cybercoordinator

International Scientific Conference on Military

Information Security, Budapest

1. Cybersecurity laws,

and organisation Cybercoordination on

government level in
2. CECS Platform Hungary

3. EU and NATO
recommendations

4. Objectives and
identification of
priorities

5. Specified measures
and fields of action
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Hungarian situation in cybersecurity 2013-

National cybersecurity strategy

Law on information security for government
networks

l

Foundation for the Hungarian approach on
cybersecurity

Cybersecurity’s actors

Cybersecurity Council
8 ministries

al Cybersecurity Forum

ess (market) representatives

Computer Emergency
Response Team)
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2. Central European Cybersecurity
Platform - CECSP

2013 — Austria +V4 countries

aims:
- to enable the information,
- best practices,

- lesson learned and know-how sharing about
cyber threats and potential or successfully
carried out cyber-attacks

common trainings, education, exercises and research
and development coordination

3. EU, NATO, GFCE recommendations

ENISA: Practical Guide on the Development and
Execution of National Cybersecurity
Strategies

NATO: Cooperative Cyber Defence Centre of Excellence

Global Forum on Cyber Expertise
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5. Measures and fields of action

Czech strategy the measures and goals are presented together,
several measures from awareness-raising to the
development of the legislative framework

Austria sets out measures in the field of process management,
co-operation among governmental, economic
and societal actors, critical infrastructure
protection, awareness-raising, research and
development and international co-operation

Slovak: covers a wide range of measures together with
objectives, under the strategic priorities
paragraph, including the protection of human
rights and freedoms, awareness-raising, as well
as national and international co-operation

Polish strategy is the only one where the authors draw attention to
prioritizing the most important measures.
Each task is preceded by a risk assessment.
The next measures in order are connected to the
security of government administration portals,
the regulatory environment and organizational
actions. Education, training and awareness-raising.

Hungary already possesses most tools required for its strategic
goals regarding both competences and the
potential resources.

CECSP member states have to walk different
paths to reach the common goals.
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Conclusion

- ENISA: "Good Practice Guide on Vulnerability
disclosure”
- International co-operation, best practices:

Visegrad countries group + Austria (V4+A)
Central European Cyber Security Platform (CECSP)

Global Forum on Cyber Expertise (GFCE)
Contractual Public Private Partnership (cPPP)

NEW Cybersecurity strategy - 2018

2016 June: NIS Directives

2018 December: Last deadline for new
cybersecurity strategy

2018 December 28: NEW Cybersecurity strategy
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Thank you!
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Zoltan NYIKESS3: Security Awareness Increasing for Virus
Attack Defence

Correferatum

The user anti-virus lack and data backup lack in case of the user
groups show a strong relationship with each other, which means
that the users don't use these two applications on average in the
same proportion. In the case of the users who haven't informatics
knowledge up the virus attacks number, up the anti-virus lack and
the data backup lack are high level. For the digital systems, the
lower level rated users are risks based on the numbers of the
occurred virus attacks. For all user groups is necessary the
continuous and repeated safety awareness training to reach and
retain high-level safety.

International Scientific
Conference on Military
Information Security

May 13% 2021, Budapest, Hungary

SECURITY AWARENESS
INCREASING FOR

VIRUS ATTACK DEFENSE

MAJ. DR. ZOLTAN NYIKES (PHD) ASSOCIATE PROFESSOR

nyikes.zoltfan@uni-nke.hu

> Associate Professor of Milton Friedman University
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""!i‘:,' °",,"’| N HDFC CIS & CIS Security Directorate Milton Friedman University, Hungary

CIS Security Branch Department of Methodology and Informatics

CIS Security Officer Associate Professor
s . - 2 o
University of Public Service, Hungary

Faculty of Military Science and Officer Training
Department of Informatics

Lecturer
Doctor of Military Engineering (Ph.D.)
Dipl. Safety & Security Engineer (MSc)
IT Engineer (BSc)

The user is the "weakest link", his
identification is necessary for the risk

Intorduction assessment of information systems
according to digital competence
and security awareness .
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Assessment of digital competence

A questionnaire was created to
identify and classify users.

A totalof 1,274 questionnaireswere
completed, of which 1,195
completed the online questionnaire
and 79 on paper.

The questionnaire was compiled
from six group of questions.

The question groups

General questions;

Protect against
malicious code;

Cyberbullying;

Protecting data
assets.
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Digital competence assessment

criteria

» 4 user groups have been defined based on the questionnaire

evaluation.
®x
Dangerous K | ‘ » @

L g

The ,,Protect” user

» This category includes novice users who are
also a source of danger, but because they
are presumably aware of their own abilities

(educationand theirown level of
competence are almost the same), they use
the Internet more cautiously.
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The "Dangerous” user

» This category includes amateurs who
could be a potential threat.This
category is usually used to select
"shadow IT" for companies.

The “Modest” user

» This category includes semi-professional
users who have an IT degree/course but
consider their abilities to be low
(educational attainment and self-
assessment are at the same level).
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The ,,Confident" user

» This category includes professional users with
IT qualifications/courses and who claim to be
digitally competent and security conscious.

Virus attacks

Useractivity in the case of virus attack

1.4%
Confident 402% 432%
1.4%
Modest 17.4%
2a%
Dangerous 27.4%

Protect = 0%  120% 64,0%

0,0% 20,0% 40,0% 60,0% 80,0% 100,0%

Ignores it Resolves the problem on his/her own 1 Seeks help wAlerts authorities
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Connection between user
classification and anfivirus protection

Lack of anti-virus protection

w
L
o

© Prolecl y= 7,2x1 43,7

r=-0,9537

NN W
o L
=}

e

o
Dangerous

=

Confident
(o]

Lack of anti-virus protection (%)

L]

User rating

Connection between user
classification and virus attacks

Relationship between user groups and virus

attacks
82,0

80,0 O Dangerous

~
&
=}

y=-4,5x+ 93,333
r=-0,9979

Virus attacks (%)
~
o
©

~
N
< <
[=]

§ VConﬁdent
T

~
o
o

4
User rating

5
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Connection between virus attacks
and lack of antivirus applications

Analysis of the relationship between the lack of anti-virus
protection and virus attacks

/o

Dangerous

y=0,9836x - 60,098
r=0,9679
//C/onﬂdent
72,0 % i 75.0 76,0
Virus attacks ratio (%)

Lack of antivirus protection

The results show that if the user does
not use virus protection, they willbe
attacked by a virus.
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Correlation between user classification
and security data backup

Relationship between user assignment and lack of safety
data backup

28,0 @ Protect

y=-547x+ 36,97
r=-0,9203

Lack of safety backup (36)
& & B
=] (=] [~}

»
=]

User assignment

Users testing anfivirus and data
backup habits

The proportion of virus protection and data backup of users

35,00% 32008 28,00%
30,00%
25,00%

17,50% 17,78%
20,00% 15,00% o
15,00% 9,16% 9,39%
10,00%
5.00%

0,00%
Confident Modest Dangerous

m Lackofanti-virus  w Lack of safety data backup
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Relation between users' antivirus
and data saving habits

Analysis of lack of virus protection and lack of data backup

y=0,7739x + 3,507
R?=09545

Modest /
Aa ngerous
/
/

/
Confident ®

Proportion of safety data backup (%)

15 20 25
Proportion of lack of anti-virus (%)

Summary

Users with a higher level of IT knowledge will have greater backup
and virus protection.

Those who did not study IT do not use a backup or antivirusin a
higher percentage.

There are more ransomware attacks than those who have not
learned computer science.

Reducing this risk can greatly improve the CIS security of individuals
and companies.
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Thank you for your
attention.

nyikes.zoltan@uni-nke.hu
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Karoly Imre FEKETES: A brief glance at Quantum
Cryptography and Military Infocommunications

Correferatum

Infocommunication is essential for current and future military
operations. In order to achieve and maintain information supremacy,
and from the level of each-fighter to the highest level of military
leadership, it is important to ensure robust and secure
infocommunications. Today’s active components of military systems
simply can’t handle the immense extremely large amount of data
and speed necessary for commanders and soldiers to gain a clear
picture of their surroundings and the ability to use that information.
The specific problem is that the building blocks of traditional
infocommunication systems are based on the building blocks of
classical physics and traditional military communication possibilities
are developing up year after year, but they have reached their limits
in terms of internal quality. But it is easy to see that we cannot make
a conventional transistor of 1 or 2 atoms because the physical laws,
defining atomic, subatomic and elementary particles quite different
then macroscopic physical laws.

Few studies have prospectively examined that, although quantum
mechanics and quantum technologies such as quantum computers,
communications and cryptography are quite difficult to understand
and often contradict ordinary physics, they can still offer unique
advantages in some areas such as “superposition”, “entanglement”,
“observation” and “quantum parallelism”. The members of the
elementary particle family are well introduced in 2021, and the
overwhelming majority of our perceptible world is built from these
and their interactions. Unfortunately, not all of these are suitable for
direct use in the creation of quantum technologies, for now. For
example, quarks cannot be exist on their own, or the gravitational
interaction boson (Higs boson) is extremely weak, or the range of
the strong interaction (Strong force) is very short.

As a hypothesis we can state that, such quantum physics systems
as consisting mainly of light waves / photons or electrons or

6 Associate Professor of University of Public Service
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subatomic particles and containing 3 quarks (e.g., protons) are
relatively manageable and could be wuseful in military
infocommunications and information security practices.

The results of this approach we may tell that entangled photons can
be transmitted about a hundred kilometers through optical fibers
before the signal becomes too weak to detect reliably. They can
travel much farther through free space, approx. 1200 km nowadays.
Quantum entanglement also offers a physical guarantee of security
because it allows detection of eavesdropping. That enables secure
distribution of a quantum key, which recipients could use to securely
encrypt and decrypt a message.

So quantum parallelism allows a single quantum computer to do the
work of a distributed military infocommunication system of classical
computers, enabling better brute force attacks on cryptographic
systems by using this technique along with efficient quantum
algorithms, and quantum computational power scales exponentially
with the number of qubits added to the system and encoding qubits
as entangled photons would allow sharing their states to distribute
quantum-computing tasks between locations. Consequently
quantum entanglement also offers a physical guarantee of military
security because it allows detection of eavesdropping and that
enables secure distribution of a quantum key, which recipients could
use to securely encrypt and decrypt a message.
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Encryption - A
Algorithm
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Eg(P) Dg(Eg(P))

Common ,E” key-space

ivest Shamir Adleman

«  MITEpAIBAAKCAQEAgbSXVQ+Xd+HviOkcgevRH3avSY2wMctUY ui0awoSpPBEFs653ndaKe+U
. 6VSqsjs+blf9+wBFPVPg iMT7QWYX+4tuZ8ibtZCLkoMr+smaTOZqDsr0QbfdB206g1vT 01
. 9rW50RZ7THkPuzfj xdEdl?ykax/CanlpAleUqulGdZREZ?BzFSG}lFBIgDquGrKlMsz?rbOSX Can someone work

. BVDM3zqRwJ2ZyXzSBd0iSHke /OPw+]SrxZeWKAtWprwl1CoiT50wI0iF4qrwkTGMyBe LFf tYXVD N i
.+ 3DVO1£OCRKDE ENhlsYry£0/vDZMcs tTpOBBDTYXhNG LUVEXCA/ 1001 DAQABAGIBACLBaweiosoy  DACKWaArds with a 2048 bit
+  yCrGFxDmevqSvdoijpOI0G8JIOblohdyVNaxiyoveioT/cD2LpdRp3eAosayAtdubiyinoz2emitk  public key to decrypt a

. MvwTh3oLP yKeQVeldi LOgRjiUct+URaZ8KIj475aX/SL3BrwwzoP2sBfKDUG2vV913 Cyphenext?

. PiZ7120YrvH8QkbH13sLYOPn3Eh/huBTDqtdGiGPqjR2329xMU VQFUNrQST P
. ©EO06TaU01FnWQ8 rAhAGYzJRvhPplgZK3bveyJdjZotEXuuLS+76RWOKES 1/ ZRO4mBA1AIOEDL/ eN

+  HE17k3VD3Z8IwnMRONgK/utD4 sECgYEAOHmOVKRZbO73TWuvG0811iY1q+ IBvYnyNk6qBvET10EO 3 A
. 6uig6jINzZBctj26GIUnloZheS2Pm21zXrgo8Rn744ZNSQBHLES4Ztg4sBATh1Lg1Cc67 /1 1FPRKF 2048 b|t 9 617 dlg't
. ©nGtDoaei%0z2YZ4Wiln7hbZJet6YraWgTD4gIps 1oU60gTisoS0CyYEANIMTW/HzXbQFoP pCHMNO

. Vs50094WgYbcrxhel2ulsYsRewRt jiUDNow+BIWISz19R1BCGCIU3 ot tthYLNOXibdBwwmDSKCUT

+ IuwcbQlEyVgMerAZ7o2Urh/SbkdlaThLLEFEBb60ex 1 1xRe rVb0o/sKoshRpLpxEImzsamwpbuc  DESKtOp computer:

terx

. gYEAtGZF2VNPrxZ+Q3vx1XG8kOnh0/CwBY2EPg twNYPmMEKXzKYzhTy TwFPtesb43beq/dHZXUkwI 470 im h f
o ytvCAfcLyXs0TI4H9T4xhxUB3YUQZQadPhCannlUSBVvHE205Jv jw7ERNz00wwg 7VSUHAJC3gFDO3 ’000 t ef the age o
«  8XkJbVLLHwubVqq2H6VBASUCYYEALs1B/voYvpVZSo/1KadWsOl L0/ EvBBDIKtXmrKIEN /MIfaao the universe

«  RAWS7/t37ADY+1KT2HBISHOOWIIiOoewmIwxcE17704V3aepd D1daVHAUZHES ENEYAKpzkwhi noX

. 1zt1ORcMTED1kPRum7B5GIqYfelsnLz8Qe3SE11FLh+aSo0CgYBEGko6b+FQDmuInINTCzhCZnln . A .

+ TAImiB+TRCNZERTbZZCOUYTTo6Tv5wH]RPUG LoObOP: RZgErsiE/Wex+ g3chojoBnBnGKRO/9D  Age Of the universe ~ 13.8 billon
+  GHCVBLEX/982tBOAWEFMRVIAtVAOR1BA8 1 hMrMePwaE+13VgOX25 Yy r5GSPuge W zkXeA== years

Application of relative primes, mod (m), Fermat theorem, Euclidean algorithm and
congruence !!!

50



International Scientific Conference on Military Information Security
2021

I
W"EI°—}Q—0-OW w4
"""D'—K}— gt 8 [

y
1

v v
v|ol1 0|1 @|0
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Figure 1. Truth tables

:DA :DL @; QD_M‘ Characters: h O p e

e Lo gaes ASCII Values: 104 111 112 | 101

f v v v
Figura 3. Da Morgan equivalen!s
{1
TAY

Binary Values: 01101000 01101111 01110000 01100101

@ Bits: 8 8 8 8

v oy
Figure 4. Venn dlagrams

Classical physics Quantum physics
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+ Describes the macroscopic world y Deslg"P'f'O" of the microscopic
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M

* Probabilistic
« Central role of the observer
* Not very intuitive

« Deterministic

¢ Intuitive
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SUPERPOSITION ENTANGLEMENT OBSERVATION
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Digital bit

: Qubit superposition
in one of

of two states

two states .

Qo 0

il T 10y + 1)
..... o) %
Y
1)
Can be Superposition of

either O or 1 states can be

anywhere on sphere

CLASSIC COMPUTER

QUANTUM COMPUTER

2 bit: 2 qubit:
Operation is repeated separately for each Operation is performed only once for all
combinations of 0 and 1 combinations of 0 and 1
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A — sender

B - receiver

X — Plaintext

Y — Cyphertext

C1 — Public channel
C2 — Quantum entangled
channel (optical fiber or
free space)

= --——-BEGIN RSA PRIVATE KEY-----

. MIIEpAIBAAKCAQEAgbYXVQ+X4+Hvij0kcgevRH3avSY2wMctUY 6XWKOuiOawoSpBPFs 653ndgKé+U )|

. 6VSqsjs+blE9+wBEPVPYlGANhbiMIQWYX+4tuZ8ibtZCLKoME+SmaTOZqDS r0ObEdB206g 1vT 00 Can a 2048-bit

. SrW50RZ7HkPuz £jxdEdBy kxQx/CnfV1pAf18UkXql6d2RE2S32FS6HE31gDuBjGrK4MpzIOrb05X quantum

. BVDM3zqRwJ2ZyXzSBd0i%Hke/OPw+]SrxZeWKAtWprwllCoiTS50WwIOiF4qrinkTGMyBelFfjtYXVb

. 3DvE1fOrRkD8fNhlsYryf0/vDZMcsr7pO8BDTyXghNE8 1uVHXCd/10QIDAQABACIBACLBswoiQ oV compUter break
. YCrGFXDmrvgsSvJo] jpO0I0GEIObl0hdyVNaxiyove]0T/cD2LpdRp3eRoSqyALTdUDWY 1noz2eMiEk it the RSA'2048
e Mvw7h30oLP8x%yKeQVeI4i/WENKHXSLOGR]iUcr+URaZ8KIj475aX/ 9L3B rwwzoP2sBfKDuG2val3 encryption key?
) PiZ7I20YrvHEBQkbH]ssLYOPn3Eh/huBTDgtdGiGPqiR232 9xMU: VQFUNIQOT JEtGrx

. OEO006TaU01 FnwWQ8 rAhAGy zJRVhPplgZK3bveyJdjZotEXuul9+76RWOKES1/ZRO4m8A1AIOED] / tN

+  Hf17k3VD378 IwnMRONGK/ utDA4 SECGYEAOHMOVKRZboT 3TWuVG081 1Y 1q+ 3BvYnyNk6qBv6710EOU NOT YET.

= 6uigéjINzZBctj2GIUnloZhcS2Pm2I zXrgo8RnT744ZNSQBHLrS4Z2tg4sBAThlLglCcé7/1i1FPKKF
. 6nGtDoaei%o0z2YZ4WlnThbZJet6YraWgTD4gIp8loU60gTisoS0CgYEANIMIW/HzXbQF o PpCHMNO
. Vss009%4WgYbcrxheI2ulsYsRewRtJiUDNow+BJIWISz19R1BCqCIU3 ot ttbYLNOxibdBwwmDSkCUT
. TuPwchQlEyVgMerAZ702Urh/5bkdlJThLLErE8b60ex1IxRerVb0o/sKoshRp LpXElmzsJmwpbUC
2 gYEAtGZF2VNPrxZ+Q3vx1XG8kOnh0/CwBY 2EPgtwNY PmEKXzKYzhTyTwEPtesbd3beg/dHZXUkwI
. YEVCAfcLyXs0TI4HOT4xhxUB3YUQZQad4PhCannlUSBVHEz05Jv w7 ERnz00wwg7VIUHAJC 2gFDO3
. 8XkJIbVLLHWubVgq2H6V8ASUCGYERLs 1B/ voYvpVZSo/1KadWsOILO/EVBBDIK tXmrKIEN/MI faao
i R4WS7/ t37ADY+1KT2H8 ISHOOWITIiOoewnIwxcf1l77Q+V3aepd D1daVH4UZHES ENrYAKpzkwhindX
. 1zt1ORCMTED1kPKum7B5GIqYfelsnLz8Qe3Sf11FLh+aSo0CgYBEGko6b+FODmuInINTCzhCZnln
. 7TAlmjB+TmCNZ PRTmbzZC0Uy7 To6Tv SwHj RPUg100b0PiRZg6 rsiE/WEtx+gjchOjoBnPnGKPO/JD
. OHCVEBLEX/ 982t BOdwé FMRVJIAdt VAOR1B48 1 hMrMe PwaE+13Vg9X2SYyr5GSPugeFwizkXeA==
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Baldazs SZATMARI?: Counter-UAV solutions

Correferatum

The growth of C-UAV (Counter-Unmanned Aerical Vehicle)
technology is directly related to the mounting concerns about the
threat UAVs pose in both civilian and wartime environment. The FAA
predicts there will be between 1.3 million and 1.7 million hobby
drones in the U.S. by 2023. The last 10 years a lot of incident
happend connected with UAVs.

Counter UAV system usually consist of a detections systems (radar,
and acoustic, radio frequency (RF) emission and electro-optical (EO)
sensing), an electronic defences (command link jamming and
appropriation, and Global Navigation Satellite System (GNSS)
jamming and spoofing), and kinetic defences (shooting down UAVs
and net capture using interceptor UAVS).

In my presentation you can find few C-UAV solutions which are
working in reality.

7 Instructor of University of Public Service
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NEMZETI
KOZSZOLGALATI EGYETEM

HADTUDOMANYI ES HONVEDTISZTKEPZO KAR
% ELEKTRONIKAI HADVISELES TANSZEK

NO DRONE
ZONE

Conter-UAV Solutions q

Cpt. SZATMARI Baldzs
Tel.: 29-217
+36309811851
szatmaribalazs.gabor@uni-nke.hu

X
@

& NEMZETI
& KOZSZOLGALATI EGYETEM
B HADTLDOWANY! (s HONVEDTISZIKEPZG KAR

@
&

UAV,

Drone,

e UAS,

e Why we use UAVS?,

e Why the UAVs threat us?,

e How can we protect us from a UAV attack?
e C-UAV solution,

e Questions.
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% NEMZETI .
§ s What is UAV?
o -
e UA — Unmanned Aircraft, S e

e UAVS - Unmanned Aerial

e RPAS - Remotely piloted

UAV - Unmanned Aerial Vehicle, "‘f;ﬂik;sv,,\

swoLE woTon

Vehicle System,

UAS - Unmanned Aerial System,
RPV - Remotely Piloted Vehicle,

aircraft systems,

UCAV - Unmanned Combat Aerial Vehicle,

RC - Radio Control (Airplanes)

NEMZETI "
KOZSZOLGALATI EGYETEM
HADTUDOMANY! £5 HONVIDTISZTREPZO KAR
- = <
) T
P
_——
W"
honeybee

(Apis mellifera)

worker

queen

© 2012 Encyclopadia Britannica, Inc.
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%

X
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Unmenned aircarft, V
Ground Control station,
Communication channel,
GNSS,

e Operator.

i

3 NEMZETI

5 KOZSZOLGALATI EGYETEM V
B HADTUDOMANYI {5 HONVEDTISZIKEPZO KAK

®

e Transporting goods (Amazon, pizza, icecream),

Health care (medicine, emergency blood
trasnport, defibrillator),

Lifeguard,

Military, police, fireman, tax office,
Just for fun,

e Agricultural,

e 3D modelling,

e Archaeological excavations (Lidar),
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e Is it a big business?

Global unit shipments of consumer drones from 2015 to 2021
(in 1,000s)

-
80 000

o

70 000 67 690

<
€0 000

”

50 000 a
40 000
30 000
20 000
10 000
o

2018 2016~ 2017~ 2018~ 2019% 2020~ 2021~
Details: Worldwide; Tractica; 2015 ® Statista 2021
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Why the UAVs threat us?

e Japan Prime Minister Office Tokio (2015),
e White Hause incident (2015),
e Serbia - Albania football match (2014),

e F91 Dudelange - FK Qarabag footbal match
(2019),

e Venezuela President Attack (2018),

e German Luna incident in Kabul (2009),
e Angela Merkel (2013),

e Queen Elizabeth (2017),

e [SIS propaganda video, bombing,

Why the UAVs threat us?

e Russian Military Base Syria (2018),

e Prison,

e Gatwick Airport (2018),

e Smugling,

¢ Oil processing facilities in Saud Arabia (2019),
e Erbil International Airport (2021).
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iocwnen. Japan Prime Minister Office Tokio (2015)
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i o White House Washington (2015)

SMALL DRONE CRASHES
NEAR WHITE HOUSE

WASHINGTON, D.C.

Massachusetts Av

U.S. Park Police
@l confiscated a drone

; G that crashed on
‘_‘ @ the Ellipse.

Independence Ave.  [oem)
PSR Building

of MD
Detail
Potomac .
River MD
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President of Venezuela Caracas (2018)
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3 KOZSZOLGALATI EGYETEM Kabul 2009
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wrmesnen How can we protect us from a UAV attack?

e With law?

With Air Defence?

With gun?

With run?

With a bird?

e With a net?

e With an another drone?
e With a CUAV system?
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e Detect:
- Visible light;
- Sound waves;
- Infra;
- With radar;
- Electronic warfare (DF-direction finding);

“GUARD

" UAV Ground
control post (GCP)

e, The spectrum of the C-UAC activites
8
e Kinetc spectrum:

- Gun???, Special C-UAV gun,

- Birds of prey,

- Net.

e Electromagnetic spectrum:
- Jamming the control frequencies,
- Jamming the GNSS frequencies,
- Spoofing the GNSS,
- Directed energy weapons,
- Hacking, take control.
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:

Open Works Engineering (UK) «B

Use compressed air
Smart projectile
Weight:12kg

Laser rangefinder
Range 10-100m

Max UAV speed: 15m/s
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Radio Hill (USA)

Jamming the control and GNSS frequencies
3 hours continuous jamming
Weight: 2kg

Range: 3x the distance
between the UAV and GCS

it
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® KOZSZOLGALATI EGYETEM Drone Rannger
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Van Cleve and Associates (USA), MGT EUROPE (UK),
VTE (ITA)

360° Scan by radar
Range: ~ 2km
Visible light, infrared
Jamming the control frequencies
Jamming GNSS signal
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Mesmer
Depa rtme nt 1 3 ( U SA) MESMER® detects, identifies and mitigates drones
Detect, identifies )

and mitigates UAV,

Non kinetic,

i I‘:’_a‘rrgtvz = 1m40s RF

= =

Non jamming, - ! — e
12:34:56:78:90:ab  §
DJIv2 1m41s RF

Range: 4km, s 5

(]
Take control th UAV. . | @0 D1sprone 1mats
~ I .
,

3
¥ NEMZETI

Commeneens . Dutch Company is training eagles
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“iteneen Japan Company developed after 2015 event

KSR, C-UAV is a big business?

"“"The Counter- UAV Market is Estimated at
Around USD 1.8 Billion in 2020 and is

Expected to Grow to USD 5.47 Billion by
2028"

~ 1,6 trillion HUF

More than 35 countries,
More than 200 companies
Developed more than 300 equipments
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Raytheon
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Pitalac Conclusion, future questions
i HADTUDOMANYT (S HONVIDTISZIKEPZO KAR ,

-

g

>

You can only think in system !!!,

False alarms, lack of detection -> Is the device
reliable?,

Filter out our own drones, don't attack it,
Safe delivery of the "captured" drone,
Smart UAVS,

UAV swarm,

Use UAV to fight against UAV.
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Kristof KRALOVANSZKYS: You can’t protect what you can’t
see -- Cybersecurity challenges of critical and vulnerable
infrastructures

Correferatum

We need to know exactly what the infrastructure to be protected
consists of. However, this is far from exhaustive in the physical
components of infrastructures. Perhaps even more important is the
identification of interdependencies, which is at the same time an
extremely complex process and increasingly challenging to complete.
Significant risks need to be identified in the old-fashioned way - no
question about that. Certain other groups of risks need to be ruled
out quite simply, which can be achieved by eliminating specific
vulnerabilities. However - to eliminate such vulnerabilities - it is
necessary to identify those that usually occur using defensive
techniques.

The exponential increase in the complexity of systems and the
highly dynamic changes of threats do not leave enough time for a
defensive approach, so offensive protection is increasingly
unavoidable, which - in this case - is the batch elimination of
partially unidentified vulnerabilities.

The presentation aims to show the details and justification of this
new approach.

8 Assistant Professor of University of Public Service
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You can’t protect what you can’t see

Cybersecurity challenges of critical and vulnerable infrastructures

Kristdf Kralovdnszky, jr. assistant professor - NUPS Department of Electronic Warfare

13 May, 2021.

Problem #1

Number of critical > Number of critical
infrastructure in practice infrastructure by law

Vulnerable: critical in
practice,
not just by law

Already a huge gap
between the numbers

Lot of vulnerabilities
invisible to the law
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Problem #2
Increased exposure to Society’s increased
critical infrastructure exposure to cyber
by magnitudes

Take cyber out from the
equation

Exposure increase is not
that significant

The real problem we have to
deal with is: cyber

Problem #3

» Cyberis not anissue -noris a difficulty

* Cyber is a fully functional domain

* In current state sponsored operations it is the most widely
used domain

* The reasons are easy — and make cyber the ideal domain:

* Cheap
* Accessible from anywhere
* Operations can mostly stay in the grey zone

* Successful operations really hurt
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Problem #4

* As societies develop we are more and
more reliant on supporting
infrastructure.

* In amodern society these supporting
infrastructures became vital

* This is how the two supercritical
infrastructures were born: power
(electricity) and telecommunications

* They don’t work without each other

* No other critical infrastructure works
without them

Problem #5

We look at the entire infrastructure and
see that it is critical, but we don’t see
what really makes them critical.

I

/7
/

What we don’t (want to) see
we cannot protect

N
N

This is what makes and
leaves us vulnerable
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A possible way forward

Defense strategies need

to be split
Protect the ‘ H
conventional (primary) /1,
functions of an ' '
infrastructure

separate thread
separate threat

separate evaluation

Protect the power supply,
communications and IT

systems of an
infrastructure

separate thread
separate threat

separate evaluation

Other fields that need to be split

{ Core infrastructure }

Vulnerable
(on the edge of critical
threshold)

Critical

National critical / EU
critical / Basic service
provider

IT systems,
communications

To be treated as critical

To be treated as
national critical

Supercritical
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Further requirements

» Separate, simple, clean legislation for different levels of critical
infrastructures.

 Simple, detailed requirements for IT systems in critical
infrastructures — divided into levels with clear, specific

thresholds.
without these

Insufficient protection will further increase overall
vulnerabilities.

and the risk:

What we cannot see, we cannot protect!

ardsdatascience.com

Kép forras: https//tow

Thank you!
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Lajos MEGYERI®: Biometric identification for security
purposes

Correferatum

This publication presents the possibilities of biometric identification,
a significant part of it. The sub-area selected from a wide range of
handling of special personal data is evolving dynamically. This
publication examines the possibilities of facial recognition, including
special cases of application.

With the development of the system of technical tools, the
legislators try to develop the legal background of the field in
accordance with the current situation and to amend it if necessary.
In the publication, I also touch on the current situation of this, I also
analyze the advantages and possible disadvantages of the
framework created by the legislation.

Biometric identification for
security purposes

University of Public Service

Faculty of Military Science and Officer Training
Signal Department

Megyeri Lajos It.col.

Zrinyi kampusz A buiding. 808

Tel.: 29-361

e-mail: megyeri.lajos@uni-nke.hu

% Assistant Professor of University of Public Service

79



International Scientific Conference on Military Information Security

2021

80

Content

* History

* Technical requirements
* Structures of System

* Software

* Legislation

* Results

History

* Biomeric identification is the same age as humanity.

* Among people who know each other closely, facial recognition was
crucial.

* One consequence of the scientific revolutions was a more accurate
knowledge of the human body.

* New means of identification, fingerprinting, \
appeared in law enforcement. ﬂ
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Face recognition

* Of course, there are other unique personality traits that can be
identified in the human body, such as fingerprints, iris recordings,
voice recognition, digitization of palm veins, and behavioral
measurements. Why face recognition?

* Facial biometrics remain the preferred biometric reference. This is
because an installed system can quickly and accurately identify
individuals without physical interaction.

Purpose

* Person authentication, Biometric data protection, access to services
(mobile unlocking) Increasing physical security.

* Person identification: Screening of criminals, terrorist suspects,
detection on a fixed image, tracking a person's movement in space.

81



International Scientific Conference on Military Information Security

2021

82

Technology: (Person identification)

* Face recognition systems are basically made up of four parts:
* Camera - resolution, volume

* Data transmission channel - continuous, secure data
transmissionprocessing

* Software - fast, error-free operation
* Storage unit - adequate capacity, CIA principle

Camera

* The algorithm used by the software running in the system depends on
the quality of the image required for successful recognition, but a
certain minimum must be met in order for the algorithm to be able to
efficiently process the received image information signals.

* The resolution and sensitivity of the camera determine its usability. In
general, the required minimum image resolution of 5 Mp and the
resolution of the optics mounted on the camera cannot be worse. The
degree of sensitivity required depends on the place of use, as well as
the natural and artificial lighting there.The mounted positioning,
height and angle of the camera are also important.
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Technology: (Person authentication)

* Two-dimensional face recognition:. Your phone's camera takes a
photo of the face from multiple angles and then stores certain
geometric proportions of the mouth and face into a digital sequence.
The degree of security is technology dependent.

* 3D Face Detection: Uses an extra sensor, such as infrared recording.
Security level is higher. According to Apple, Touch ID (i.e. fingerprint
unlock) has a 1: 50,000 chance of accidentally opening the phone
when using an unauthorized finger. Face ID (face recognition unlock)
has a significantly lower ratio of 1: 1,000,000 - (except for identical
twins) So their 3D face recognition function is many times more
secure than fingerprint readers.

Data transmission channel

* |If the camera and data processing location are different.

* Bandwidth should be sufficient.

* |t can be metal based, traditional
systems, optical cable for modern systems,
wireless network.

* Ensuring confidentiality, integrity and availability
requires technical design and the application of
different rules for each system.
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Processing software

* In 2014, Facebook announced its DeepFace program, which can
determine with 97.25% accuracy whether two photographed faces
belong to the same person. When you take the same test, people
answer correctly in 97.53% of cases, which is only 0.28% better than
the Facebook program.

* Clearview Al combines photos from millions of websites in a database
of more than three billion photos, seven times the size of the U.S.
Federal Bureau of Investigation.

* (Defense: The user can apply a filter that modifies certain pixels in the
image before it goes to the web. These changes are invisible to the
human eye, but are very confusing to facial recognition algorithms.)

Processing software

* In 2015, FaceNet achieved a new record accuracy with 99.63% match
accuracy.

* Online operation:Thales “facial recognition software (LFIS) solution
achieved excellent results with a 99.44% face capture rate in less than
5 seconds.

- = =
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Legal situation

* Storing image information is the source of most legal problems.
Prohibitions:

* Concerns from civil rights defenders have increased.In the U.S., San
Francisco voted to ban facial recognition on May 6, 2019. It was then
followed in Boston, Oakland, San Diego, California, and Portland. Federal
legislation has not yet been enacted.

* In Europe, the GDPR regulates the processing of biometric data (General
Data Protection Regulation).

* In Hungary, the basic legislation is Regulation 2016/679 of the European
Parliament and of the Council (eu), which entered into force on 27 April
2016, with a grace period of 2 years.) And which became known as the
GDPR. According to the law, a digital signal sequence made of a human
face is considered personal data.

Newest issue : COVID 19

* Mandatory wearing of masks makes facial recognition difficult.

* Thales, NEC, and EDGENeural.ai, are shaping their algorithms to
improve the face recognition accuracy of masked individuals.

* After September 11, 2001, the U.S. increased biometric identification
upon entry. This can also mean iris, DNA, vein scans.

* In high-security locations, it may also be mandatory to remove the
mask for a few moments.
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Newest issue: COVID 19

* In July 2020, the National Institute of Standards and Technology
(NIST) report following a series of experiments using pre-COVID-19
algorithms to assess the ability of existing biometric systems to cope
when faces are partially obscured.

* |t uses a combination of facial and iris recognition technologies in its
Bio-IDiom system. Even with mask wearers, we can achieve
approximately 99% recognition accuracy with the technology.

Summary

* Face recognition is of great importance primarily in the fight against crime

* Proper design and consistent compliance can reduce citizens' concerns
about restrictions on their freedom.

* Masking the face, of course, makes accurate identification difficult, but
where resources allow, an effective protection system can be established
and operated.

Sources:

+ Otti Csaba Arcfelismerd rendszerek gyakorlati problémédi Obudai Egyetem, Banki Donét Gépész és Biztonsagtechnikai Mérnoki Kar
otti.csaba@bgk.uni-obuda

* https://www.thalesgroup.com/en/markets/digital-identity-and-securit;

 https://broutonlab.com/blog/how-facial-recognition-works-with-face-masks
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Thank you for your attention!

Don't worry if the presentation was short.

The coffee break will be longer :)
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Andras TOTH°: Information security issues in IoT solutions

Correferatum

This presentation gives the results of the first step of a longer
research project. The main topic of the fundamental research is the
cloud-based cyber defence possibilities for IoT devices funded by
the Hungarian Academy of Sciences and the Ministry of Innovation
and Technology.

In this presentation, the presenter shows the results of his
examination of the vulnerabilities and threats of IoTs today. He was
looking for the answer to the following two questions:

eWhat are the main vulnerabilities and threats in IoT solutions?
eHow are these risks related to each other?

To answer the research questions and get the best results, a
literature review and keyword analysis were used to identify the
most common keywords for IoT vulnerabilities. For this, the Scopus
database was used to analyse the most relevant works to the topic.
After identifying keywords, the occurrence of each keyword in the
documents was examined, based on which the 25 most common
issues were identified that could affect IoT devices and systems.
Finally, the VOSviewer software was used to perform a comparative
analysis illustrating the connexions of each keyword concerning the
relevant literature.

After deeper examination, the most common security issues were
identified, and the conclusion was drawn that there are strong links
between them.

10 Associate Professor of University of Public Service
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I. Research purpose, motivation

What are the main
;{e} W Vulnerabilities and threats in
IoT solutions?

How are these risks related
RQ2 to each other?

II. Methodology

s Literature review and keyword analysis with the
objectives:

+ identification of keywords for IoT vulnerabilities
(SCOPUS);

» quantitative analysis based on keyword matches for
different threats and vulnerabilities;

- comprehensive analysis of keywords and topic
(VOSviewer).
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III/1. Research

Data

* Research queries:

« IoT AND vulnerabilities - 2161 results;

« IoT AND vulnerabilities AND LIMIT-TO (PUBYEAR, 2021) OR
LIMIT-TO (PUBYEAR, 2020) OR LIMIT-TO (PUBYEAR, 2019) -
1379 results.

* Type of documents:

» Conference Proceeding - 594;

» Journals - 565;

» Books - 220.

III/ 2. Research ---

7687 Keywords - e A N
Top 100 keyword network e g s e e
6 different clusters sy 2205

Gker ohysicasystems (cps)

sl
o secunigiorcals

Cluster 1 (30 items) (FARY S e el gt s (YOOI R CHS
tre ; crige
Cluster 2 23 items) y R riy
crime y b e smartbores
cyber physical system Cluster 3 (17 items) P 2 O adstiial Thoagng G i i
cyber cecuri anomaly detection N oty sroicia iniedigeree compifigr crme
cyber. botnet Lo LN i g 4 g
cyber-ph teme computer crime W security. ng.c, Y . if]ter ,h-in 2 - deep rming.
% St g O q = harcware secuRy
;\bersm T chout c@ipuirg ¥ ; - 85
ata acquisition o 7 s&y - A = rnacigearrig
o = ision trees i ” - 5 S A
i e M e bl biscghaic QEMK‘CUFIW s »
embedded systems S IEni] . * Fhrgs /it marthome - 2T b ¢
7 denial of service ot applorans -2 2
industrial o3 adge cmoctig, * " avtomation s intrusiofigetaction
industrial internet of thit denial-of-service attack fop comuting ¥ 5 it i et i I aching Tearming 1 hiiqes
¢ 3 g ntcion dengition sysrems
industry 40 future research directior A imelligent buildings L) & &
information systems intrusion detection ubiquilnrgempuiog, mpt‘,/ phy ‘applctiotiprograns
information use intrusion detection syst: ¢ mzs@u:y SR kaw- alyierection dacizan trees
i nial-of-sgfvice attac
\ ntelligent learning algarithms AR P s bt
security enallenges risk assess I . denid) B senvice
secuity s risk menagement ik e radin frecueney identesrion nenvadkTa/er
security requirements security mechanism machine ‘Cﬂ"‘m; A enersy wbization internetpretocols N
secunty solubons security of data machine learning techn BUtheqlation- o . imsizonce e,
securty systems R e sgamobile commgrca
security threats =7 . !
smart power grids network security rmohis telecomiinication syste

smart city
surveys vulnerabilities

sefisobnedes

s computing vulnerability aseassmeant

fgeless local area networks |
ty &

91



International Scientific Conference on Military Information Security
2021

111/ 3.
Research % siai

Ieamu“slems
The main connections of N
security vulnerabilities \ machifgleaing @
. DOS; au ion 9.4

Systems i e
b, _joens

o My. se(dv. data

i e *y electric poweggansmission ne

i architecture

+ Firmware 5, il

S Ma.lware; £ security vulnel
* Privacy; oo -
» Big data; v

» Access control...

informatigh securit

wireless s nepvorkss A ‘ ,‘"J data privacy

o o
low powdfjectronics . 4 accesggontrol

“bhﬁain

IV/1. Results

The top 25 IoT vulnerabilities and threats

1200

Occurences in relevant literatures
N a o @
o 8 8 8 8
v
2
o
3
g
3 [
3
| s
“ -
o N
ek
* .
8
2
M _E
&
8
8
’b.g
> B3
Bz
% B:
‘\9.3
“ B
K E
% 2

& & & & S ¢ & & & & & f $ *§
J‘& \&19 F ARG el Rl 'f?y S o & o #&Q G
R R4 AP SE & & & & & ¢ & & zé.é’
> R
Cif \,é & ® 0"6 ,\,«,é' ‘PO) P ,,é"’ 6"'@ °§ & &
s 3 S0 Fa N o ¢
& &
&
&

92



International Scientific Conference on Military Information Security

2021
DoS attack
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il g
The main connections of denial-of-
service attack & malware & firmware
« firmware;
+ malware;
« botnet;| B
e / firmware e o
+ Mirai...
T 8- - g malware
\ b rvmng
sonmagTng 3 Ty Lo oD, complifgcrime
Hmhgvnd\ngs denalol e attack . ‘o ybelgasily
ity 7
inter ings
i@y
Mc‘un
unauthorized access botnet
¥ security problems
data leakage artificial intelligence
big data

malware

humans

denial-of-service attack

data leakage data mining

vulnerabilities & threats

insecure communications and
data storage

access control insecure interfaces

device and data
compromising

privacy
access sensitive data
new security issues or bugs

security attacks

firmware mmeeed = privacy

\\% chains
s Te ssdelasn ncks ransomwarc supply chains

computer crime

interference
infected systems

security attacks device compromising
insecure communications and data storage
software vulnerabilities

93



International Scientific Conference on Military Information Security

2021

References

K. Kandasam¥1 et al., ‘IoT Cyber Risk: A Holistic Analysis of Cyber Risk Assessment
Frameworks, Risk Vectors, and Risk Rankin Process’, Eurasi Journal on Information
Security 2020, no. 1 (2020}, https://doi.org/10.1186/s13635-020-00111-0

S; Sln% K. Slngh and A. Saxena, ‘Secunty Domain, Threats, Privacy Issues in the Internet
hings (53 A Survey’, 2020, 287-94, https://doi.org/10.1109/1-

A.K. Tyagi and D. Goyal, ‘A Survey of anacy Leakage and Security Vulnerabilities in the
Internet of Things’, 20 0, 386 94, oi 0.1109 i 886.
X. Jiang, M. Lora, and hattopadhrxa_}/ ‘An Experimental Analysis of Securit
Vulnerabﬂmes in Industrial IoT Devices ransactions on Internet Technology 20, no.
(2020), https://doi.org/10. 1145/3379542.

M. Yu et al., ‘A Survey of Security VulnerabllltEAnaI¥S|s, Discovery, Detection, and Mitigation
on IoT Devnces Future Internet 12, no. 2 (20 doi.ora/10.3390/fi12020027.

F. Meneghello et al., ‘IoT: Internet of Threats? A Survey of Practical Secunaf Vulnerablllt:es
in Real IoT Devices/, IEEE Internet of Things Journal 6, no. (2019): 8182-8201
https://doi.org/10. 1169/310T.2019.2935189.

THANK YOU!

en.uni-nke.hu

94



International Scientific Conference on Military Information Security
2021

Attila SZUCS!!: Security issues in distance education

Correferatum

What is distance learning and what's the problem with it?

The problems occur in three areas:

First, the security of communication and information flow.
Transmission channel reliability.

The Information security in the classical sense, information
protection. What we can share on online interfaces and what we
can’'t. How can we easily make mistakes? How can we avoid this?
The third type of security issue is the checking. It is difficult to
control how much of the student’s own knowledge is what we see.
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Attila Sziics lieutenant colonel
2021. 05. 25.

11 Assistant Professor of University of Public Service
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Initially

» At the end of the 19th century by mail.
» In the first half of the 20th century by the radio.

» In the last decades of 20th century the breakthrough
came from computer networks.

Up to 2 years ago

» electronic distance education: in higher education and in
specialized training centers

» Specially curricula, audit evaluation.
» Distance learning system for communication.

» appropriate security protocols.
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And the COVID crisis began

» In higher education, there was something to reach for.

» There are well-established channels of communication (Neptun or\
MOODLE) \

» Software application capability (teames, zoom, etc ...)

Security of transmission.

» The transmission channel reliability.
» Did they get the message? Did they read the message?
» Stable the network.

» Lack of feedback.
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Information security in the classical sense,
information protection.

» Classified or confidential cannot transferable!
» What about the abstracts and teaching aids prepared?
» The moodle cannot protecte in 100%

» The student downloads are uncontrollable!

The online lessons problematic.

» The providers cannot prevent malicious acces.
» The chat surface is preserved.

» The students recorded?
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Information security in the checking.

» Tasks requested by e-mail.

» Well for a general topic +——— avoided for a sensitive topic. | of

» Sometimes the answer is problematic

Suggestion

We “proofread” each other

to spot problems that result from simple inattention.

The future: VPN and encrypted connections ?
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Security issue in the checking

» How much of the student’s own knowledge is what we see.
» In an oral hearing, you can use a “tool” or the help of a partner.
» The built-in test system of moodle can help.

» If someone use an aid —— runs out of time.

Summary

p» The technical side are outside of us.

» It is up to us to control the information transmitte. Help
to each other.

» Realistically control the knowledge transferred.
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Thank you for your kind attention.

Questions?
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Zoltan HORVATH!2: Information security of the radio
networks, presentation of the possibilities of digital radios

Correferatum

The author aims to present the technical possibilities on the
shortwave and in the lower band of the ultrashortwave of how to
protect the information transmitted on the radio network and how
to make it too difficult to locate the installed radios. Information
security is a complex task. This affects the environmental, personal,
and administrative areas and increases the security of information
processed and transmitted electronically.

Comparing traditional analog and modern digital radios possibilities
is not the same. How to increase the security of transmission paths
and possibilities to encode and decode information. The radio
channel is an open channel. Not only the recipient but also other
stations can receive and interpret the transmitted signals. To
prevention this, digital radios have many advantages over analog
devices.

The analog radio systems use a selected frequency. It is received
and demodulated in an analog manner. The modulation methods
used mainly analog amplitude modulation and frequency modulation.
Observing and listening to the radio channel is a simple task; the
radio system can be easily detected and listened to. However, digital
radios are microprocessor controlled. The technological level of our
time makes it is possible. A requirement is that digital radios be able
to work with traditional systems.

Interoperability digital signal processing has many possibilities, such
as encoding-decoding, communication between radios, during which
radios can identify each other, evaluate the quality of the radio
channel, refine the system time.

By switching to digital signal processing at a fixed frequency, it is
no longer possible to connect with traditional devices. Interception
is not possible with a conventional reconnaissance device. On the
other hand, its advantage is the ability to transfer data to establish
a computer-to-computer connection.

12 Assistant Professor of University of Public Service
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One way of machine communication between radios is to identify
the radios. This allows building a point-to-point connection within a
network. Using several frequencies for some independent
connection system can be established.

During frequency hopping, the hopping sequence is dependent on
more parameters. It depends on the date and network ID. If these
parameters do not match, the frequencies are changed in a different
order.

The great advantage of this is that several hopping networks can be
operated simultaneously in a given band, as the current
transmission frequency will not be the same. This means that
several networks can operate in the same band at the same time.
We can use it, for narrowband hopping (Its bandwidth requirement
does not exceed the bandwidth requirement of a traditional AM
channel.), for broadband hopping (In this case, the bandwidth
demand can reach the order of 1 MHz.), and list hopping (in this
case, only the preselected frequencies are used.).

There are several advantages to using it in the shortwave and the
lower band of the ultrashortwave with digital signal processing in
the future.
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Information security oi the radio networks,
presentation of the possibilities of digital radios
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Ensuring

Computer and network security

Protection against compromising radiation
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Analog radio structure

AF i

_m) AF ——)‘ Mixer }—)‘ Mod. }—) RF M
ampl. ampl.

RF i

$ RF —)‘ Mixer H Demod. ’—) AF M
ampl. ampl.

Local osc.

Digital radio structure

AFin

ampl.

Local osc.

RFin [ ge

ampl.
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7 Using voice-modems (digitization of sound )

- Voice modems provide digitization of the analog signal. Analog
signals are emitted as digjtal phase modulated signals.

AF in
—_

AF - Analog mod. RF R__>F out
- A/D conv.

ampl. - P/S conv. ampl.
- Phase mod.

Contact is not possible with conventional devices.

With a conventional reconnaissance device, eavesdropping does not
take place.

fal fas

fa2 fa6
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Frequency hopping

s> Joint applicability of bands

The frequency hopping sequence is affected by several parameters
= Date: year, month, day, hour, minute, second
* Network ID

If the parameters do not match for the different systems, the
currently used frequency is not the same

s B f its:

More than one systems can operate in the same
band without interfering with each other.

Frequency hopping

s> Narrow band fr ncy hoppin,

Its bandwidth requirement is not greater than that of a conventional
AM signal

s> Wide band frequency hopping
The applied bandwidth may exceed 1 MHz.

s Frequency hopping according to a list

Use only predefined frequencies.
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