
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
  

HÍRVILLÁM 
A NEMZETI KÖZSZOLGÁLATI EGYETEM 

Híradó Tanszék szakmai tudományos kiadványa 

SIGNAL Badge 
Professional journal of Signal Departement 

at the University of Public Service 

 

2021 

 

 

 



 

 

 
 
 
 
 
 
 
    
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

13th May 2021 
 



International Scientific Conference on Military Information Security 

2021 

 5 

 
 
 
 

HÍRVILLÁM 
a Nemzeti Közszolgálati Egyetem, Híradó Tanszék  

tudományos időszaki kiadványa 
 

SIGNAL BADGE 

Professional Journal of the Signal Departement  
at the University of Public Service 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Budapest, 2021  



International Scientific Conference on Military Information Security 

2021 

 6 

        

 

  

 

Editor in Chief 
Dr. Fekete Károly 

 
The Organising Committee of the 

Conference and the Editorial Board 
 

Chairman of the Board 

Dr. habil. Kerti András 
 

Co-ordinating Editor 
Dr. Tóth András 

 
Members 

Dr. habil. Farkas Tibor 
Dr. Horváth Zoltán László 

Dr. Jobbágy Szabolcs 
Kralovánszky Kristóf 

Dr. Magyar Sándor 
Megyeri Lajos 

Dr. Nyikes Zoltán 
Prof. Dr. Rajnai Zoltán 

Szatmári Balázs 

Szűcs Attila 
 

 
HU ISSN 2061-9499 

 

 

University of Public Service 
Signal Department 

1101 Budapest, Hungária krt. 9-11. 
1581 Budapest, Pf.: 15 

 



International Scientific Conference on Military Information Security 

2021 

 7 

Table of contents 

Greetings 8 

Conference Program 9 

László BAKOS: Opening remarks 10 

Sándor MAGYAR: HTE Information Security Department and its role 11 

Tibor FARKAS: New National Officer Training System in the Faculty of Military 

Sciences and Officer Training: Infocommunication course 20 

Zoltán RAJNAI: Cyber coordination of government level 26 

Zoltán NYIKES: Security Awareness Increasing for Virus Attack Defence 33 

Károly Imre FEKETE: A brief glance at Quantum Cryptography and Military 

Infocommunications 44 

Balázs SZATMÁRI: Counter-UAV solutions 57 

Kristóf KRALOVÁNSZKY: You can’t protect what you can’t see -- Cybersecurity 

challenges of critical and vulnerable infrastructures 73 

Lajos MEGYERI: Biometric identification for security purposes 79 

András TÓTH: Information security issues in IoT solutions 88 

Attila SZŰCS: Security issues in distance education 95 

Zoltán HORVÁTH: Information security of the radio networks, presentation of the 

possibilities of digital radios 102 

 
 

 



International Scientific Conference on Military Information Security 

2021 

 8 

Greetings 

Welcome Dear Colleague, Dear Reader! 

On 21 January 2021, the Department of Intelligence hosted the 

International Scientific Conference on Military Information Security. 

The main objective of the conference was to provide a professional, 

scientific forum for the presentation of research results, 

dissemination of knowledge and networking. A total of 11 

researchers presented their research results, and the reviews have 

been published in this professional journal with the authors' 

contributions, covering areas that have a fundamental impact on 

information security in today's military environment. 

In this publication, the Editorial Board has collected the abstracts of 

the presentations, which it is very pleasing to make available to the 

readers. 

Budapest, 13th May 2021 

 

 Dr. Fekete Károly 

 Editor in Chief 
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László BAKOS1: Opening remarks 

 

First of all, allow me to thank you for registering and attending this 

event.  Unusually, today's conference, considering the pandemic 
situation, will be conducted online.  

Nowadays, the use of computer systems, smart devices connecting 
to the internet has become a part of our work and our private life. 

The safe use of these tools cannot be without adequate information 
security.  

The information security is an area that requires continuous 
development, while new challenges are putting our existing 

information systems and their security to the test.  
In addition, the epidemic situation of the past year poses new types 

of challenges for information security experts.  
As a result of recently introduced regulations, online school 

education has become part of everyday life for families. A significant 
proportion of workers switched to working from home, not only the 

civilian but the military personnel too. 

Various smart applications for managing our life are spreading. 
Online banking and payment methods are becoming more and more 

integrated into our everyday lives. 
At the same time, the spread of malicious viruses, which are being 

used by cybercriminals to exploit the vulnerabilities of our systems 
and the credibility of users, are gaining ground. 

Using command control and communication systems during the land 
and air operations planning and executing information security must 

be given a special attention. During the processing and storage of 
data, we must pay attention to the implementation of both 

electronic and physical security at the appropriate level.  
Government IT systems are increasingly being targeted by hacker 

attacks. The protection of governmental and military 
infocommunication systems nowadays is a priority task of the 

information security experts. 
I hope our event today will enrich them all with useful knowledge.  

With these thoughts, I open today’s conference. 
  

 
1 Deputy Chief of HDFC CIS & CIS Security Directorate 
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Sándor MAGYAR2: HTE Information Security Department 

and its role 

 

Correferatum 
 

On 15 September 2017, students graduating the Electronic 

Information Security Manager postgraduate specialist training 
course at the National University of Public Service in 2016/17 

established a professional community, called Electronic Information 
Security Managers Smart Club (EIVOK). The Club, as the alumni 

community of training, held forums in every two months. The need 
for professional forums has increased with the growing number of 

the community. In 2018, it was decided that the Club join the 
Scientific Association for Infocommunications as its Information 

Security Department – EIVOK. The core values of EIVOK are 
professionalism, simplicity, immediacy, independence, sharing of 

knowledge and experience. Knowledge sharing in this area is 
extremely important. As more than 200 people have already joined 

a mailing list, the sharing of information within the community has 
become extremely effective. One of the strategic goals is bring 

information security leaders closer and provide an opportunity for 

collaboration, to which nearly 20 organized forums have so far 
effectively contributed. 

 

 
2 Assistant Professor of University of Public Service 
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Tibor FARKAS3: New National Officer Training System in the 

Faculty of Military Sciences and Officer Training: 

Infocommunication course 

 
Correferatum 

 

In this presentation, the authors present the background and main 
steps of transforming national officer training. In addition to general 

skills and requirements, the lecture focuses on infocommunication 
officer training. It presents the tasks of the Hungarian Defence 

Forces Command and the Faculty of Military Science and Officer 
Training in connection with the transformation. The transformation 

is still ongoing, and some elements are not yet finalised; therefore, 
the presentation will focus on the general areas and the main 

orientations. 
 

 

 
3 Associate Professor of University of Public Service 
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Zoltán RAJNAI4: Cyber coordination of government level 

 
Correferatum 

 
In modern democracies the digital revolution has been stretching to 

all aspects of life which generates significant dependency. Nowadays 

members of the society are less viable if they do not use e-mail 
addresses, bank accounts and cards, or some sort of positioning 

system. The role and significance of digital infrastructures is 
undisputed, they became unquestionable components of 

transparent state functions, economic prosperity and successful 
scientific research.  

One the one hand, modern information society considers 
information and communications technologies the engine of societal 

evolution. On the other hand, the challenges of dependency, the 
dynamics of development and the rate of penetration involve serious 

threats. 
In the presentation I would like to speak about some questions 

about the hungarian aspects of national cyber security. 
 

 
4 Professor of Óbuda University, Cyber Coordinator for Hungary 



International Scientific Conference on Military Information Security 

2021 

 27 

 

 
 



International Scientific Conference on Military Information Security 

2021 

 28 

 

 
 



International Scientific Conference on Military Information Security 

2021 

 29 

 

 
 



International Scientific Conference on Military Information Security 

2021 

 30 

 

 
 



International Scientific Conference on Military Information Security 

2021 

 31 

 
 

 
 



International Scientific Conference on Military Information Security 

2021 

 32 

 
  



International Scientific Conference on Military Information Security 

2021 

 33 

Zoltán NYIKES5: Security Awareness Increasing for Virus 

Attack Defence 

 

Correferatum 
 

The user anti-virus lack and data backup lack in case of the user 

groups show a strong relationship with each other, which means 
that the users don't use these two applications on average in the 

same proportion. In the case of the users who haven't informatics 
knowledge up the virus attacks number, up the anti-virus lack and 

the data backup lack are high level. For the digital systems, the 
lower level rated users are risks based on the numbers of the 

occurred virus attacks. For all user groups is necessary the 
continuous and repeated safety awareness training to reach and 

retain high-level safety. 
 

 

 
5 Associate Professor of Milton Friedman University 
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Károly Imre FEKETE6: A brief glance at Quantum 

Cryptography and Military Infocommunications 

 

Correferatum 
 

Infocommunication is essential for current and future military 

operations. In order to achieve and maintain information supremacy, 
and from the level of each-fighter to the highest level of military 

leadership, it is important to ensure robust and secure 
infocommunications. Today’s active components of military systems 

simply can’t handle the immense extremely large amount of data 
and speed necessary for commanders and soldiers to gain a clear 

picture of their surroundings and the ability to use that information. 
The specific problem is that the building blocks of traditional 

infocommunication systems are based on the building blocks of 
classical physics and traditional military communication possibilities 

are developing up year after year, but they have reached their limits 
in terms of internal quality. But it is easy to see that we cannot make 

a conventional transistor of 1 or 2 atoms because the physical laws, 
defining atomic, subatomic and elementary particles quite different 

then macroscopic physical laws.  

Few studies have prospectively examined that, although quantum 
mechanics and quantum technologies such as quantum computers, 

communications and cryptography are quite difficult to understand 
and often contradict ordinary physics, they can still offer unique 

advantages in some areas such as “superposition”, “entanglement”, 
“observation” and “quantum parallelism”. The members of the 

elementary particle family are well introduced in 2021, and the 
overwhelming majority of our perceptible world is built from these 

and their interactions. Unfortunately, not all of these are suitable for 
direct use in the creation of quantum technologies, for now. For 

example, quarks cannot be exist on their own, or the gravitational 
interaction boson (Higs boson) is extremely weak, or the range of 

the strong interaction (Strong force) is very short. 
As a hypothesis we can state that, such quantum physics systems 

as consisting mainly of light waves / photons or electrons or 

 
6 Associate Professor of University of Public Service 
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subatomic particles and containing 3 quarks (e.g., protons) are 

relatively manageable and could be useful in military 
infocommunications and information security practices. 

The results of this approach we may tell that entangled photons can 
be transmitted about a hundred kilometers through optical fibers 

before the signal becomes too weak to detect reliably. They can 

travel much farther through free space, approx. 1200 km nowadays. 
Quantum entanglement also offers a physical guarantee of security 

because it allows detection of eavesdropping. That enables secure 
distribution of a quantum key, which recipients could use to securely 

encrypt and decrypt a message. 
So quantum parallelism allows a single quantum computer to do the 

work of a distributed military infocommunication system of classical 
computers, enabling better brute force attacks on cryptographic 

systems by using this technique along with efficient quantum 
algorithms, and quantum computational power scales exponentially 

with the number of qubits added to the system and encoding qubits 
as entangled photons would allow sharing their states to distribute 

quantum-computing tasks between locations. Consequently 
quantum entanglement also offers a physical guarantee of military 

security because it allows detection of eavesdropping and that 

enables secure distribution of a quantum key, which recipients could 
use to securely encrypt and decrypt a message. 
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Balázs SZATMÁRI7: Counter-UAV solutions 

 
Correferatum 

 
The growth of C-UAV (Counter-Unmanned Aerical Vehicle) 

technology is directly related to the mounting concerns about the 

threat UAVs pose in both civilian and wartime environment. The FAA 
predicts there will be between 1.3 million and 1.7 million hobby 

drones in the U.S. by 2023. The last 10 years a lot of incident 
happend connected with UAVs. 

Counter UAV system usually consist of a detections systems (radar, 
and acoustic, radio frequency (RF) emission and electro-optical (EO) 

sensing), an electronic defences (command link jamming and 
appropriation, and Global Navigation Satellite System (GNSS) 

jamming and spoofing), and kinetic defences (shooting down UAVs 
and net capture using interceptor UAVs).  

In my presentation you can find few C-UAV solutions which are 
working in reality. 

 
 

 
7 Instructor of University of Public Service 
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Kristóf KRALOVÁNSZKY8: You can’t protect what you can’t 

see -- Cybersecurity challenges of critical and vulnerable 

infrastructures 

 
Correferatum 

 

We need to know exactly what the infrastructure to be protected 
consists of. However, this is far from exhaustive in the physical 

components of infrastructures. Perhaps even more important is the 
identification of interdependencies, which is at the same time an 

extremely complex process and increasingly challenging to complete. 
Significant risks need to be identified in the old-fashioned way – no 

question about that. Certain other groups of risks need to be ruled 
out quite simply, which can be achieved by eliminating specific 

vulnerabilities. However – to eliminate such vulnerabilities – it is 
necessary to identify those that usually occur using defensive 

techniques. 
The exponential increase in the complexity of systems and the 

highly dynamic changes of threats do not leave enough time for a 
defensive approach, so offensive protection is increasingly 

unavoidable, which – in this case – is the batch elimination of 

partially unidentified vulnerabilities. 
The presentation aims to show the details and justification of this 

new approach. 
 

 
8 Assistant Professor of University of Public Service 
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Lajos MEGYERI9: Biometric identification for security 

purposes 

 

Correferatum 
 

This publication presents the possibilities of biometric identification, 

a significant part of it. The sub-area selected from a wide range of 
handling of special personal data is evolving dynamically. This 

publication examines the possibilities of facial recognition, including 
special cases of application. 

With the development of the system of technical tools, the 
legislators try to develop the legal background of the field in 

accordance with the current situation and to amend it if necessary. 
In the publication, I also touch on the current situation of this, I also 

analyze the advantages and possible disadvantages of the 
framework created by the legislation. 

 

 
9 Assistant Professor of University of Public Service 
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András TÓTH10: Information security issues in IoT solutions 

 
Correferatum 

 
This presentation gives the results of the first step of a longer 

research project. The main topic of the fundamental research is the 

cloud-based cyber defence possibilities for IoT devices funded by 
the Hungarian Academy of Sciences and the Ministry of Innovation 

and Technology. 
In this presentation, the presenter shows the results of his 

examination of the vulnerabilities and threats of IoTs today. He was 
looking for the answer to the following two questions: 

•What are the main vulnerabilities and threats in IoT solutions? 
•How are these risks related to each other? 

To answer the research questions and get the best results, a 
literature review and keyword analysis were used to identify the 

most common keywords for IoT vulnerabilities. For this, the Scopus 
database was used to analyse the most relevant works to the topic.  

After identifying keywords, the occurrence of each keyword in the 
documents was examined, based on which the 25 most common 

issues were identified that could affect IoT devices and systems. 

Finally, the VOSviewer software was used to perform a comparative 
analysis illustrating the connexions of each keyword concerning the 

relevant literature. 
After deeper examination, the most common security issues were 

identified, and the conclusion was drawn that there are strong links 
between them. 

 

 
10 Associate Professor of University of Public Service 
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Attila SZŰCS11: Security issues in distance education 

 
Correferatum 

 
What is distance learning and what's the problem with it? 

The problems occur in three areas: 

First, the security of communication and information flow. 
Transmission channel reliability. 

The Information security in the classical sense, information 
protection. What we can share on online interfaces and what we 

can’t. How can we easily make mistakes? How can we avoid this? 
The third type of security issue is the checking. It is difficult to 

control how much of the student’s own knowledge is what we see. 
 

 

 
11 Assistant Professor of University of Public Service 
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Zoltán HORVÁTH12: Information security of the radio 

networks, presentation of the possibilities of digital radios 

 

Correferatum 
 

The author aims to present the technical possibilities on the 

shortwave and in the lower band of the ultrashortwave of how to 
protect the information transmitted on the radio network and how 

to make it too difficult to locate the installed radios. Information 
security is a complex task. This affects the environmental, personal, 

and administrative areas and increases the security of information 
processed and transmitted electronically. 

Comparing traditional analog and modern digital radios possibilities 
is not the same. How to increase the security of transmission paths 

and possibilities to encode and decode information. The radio 
channel is an open channel. Not only the recipient but also other 

stations can receive and interpret the transmitted signals. To 
prevention this, digital radios have many advantages over analog 

devices. 
The analog radio systems use a selected frequency. It is received 

and demodulated in an analog manner. The modulation methods 

used mainly analog amplitude modulation and frequency modulation. 
Observing and listening to the radio channel is a simple task; the 

radio system can be easily detected and listened to. However, digital 
radios are microprocessor controlled. The technological level of our 

time makes it is possible. A requirement is that digital radios be able 
to work with traditional systems. 

Interoperability digital signal processing has many possibilities, such 
as encoding-decoding, communication between radios, during which 

radios can identify each other, evaluate the quality of the radio 
channel, refine the system time. 

By switching to digital signal processing at a fixed frequency, it is 
no longer possible to connect with traditional devices. Interception 

is not possible with a conventional reconnaissance device. On the 
other hand, its advantage is the ability to transfer data to establish 

a computer-to-computer connection. 

 
12 Assistant Professor of University of Public Service 
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One way of machine communication between radios is to identify 

the radios. This allows building a point-to-point connection within a 
network. Using several frequencies for some independent 

connection system can be established. 
During frequency hopping, the hopping sequence is dependent on 

more parameters. It depends on the date and network ID. If these 

parameters do not match, the frequencies are changed in a different 
order.  

The great advantage of this is that several hopping networks can be 
operated simultaneously in a given band, as the current 

transmission frequency will not be the same. This means that 
several networks can operate in the same band at the same time. 

We can use it, for narrowband hopping (Its bandwidth requirement 
does not exceed the bandwidth requirement of a traditional AM 

channel.), for broadband hopping (In this case, the bandwidth 
demand can reach the order of 1 MHz.), and list hopping (in this 

case, only the preselected frequencies are used.). 
There are several advantages to using it in the shortwave and the 

lower band of the ultrashortwave with digital signal processing in 
the future. 

 



International Scientific Conference on Military Information Security 

2021 

 104 

 

 
 



International Scientific Conference on Military Information Security 

2021 

 105 

 

 
 



International Scientific Conference on Military Information Security 

2021 

 106 

 

 
 



International Scientific Conference on Military Information Security 

2021 

 107 

 

 
 



International Scientific Conference on Military Information Security 

2021 

 108 

 

 
 



International Scientific Conference on Military Information Security 

2021 

 109 

 
  



International Scientific Conference on Military Information Security 

2021 

 110 

 

 

 

 

 

 
Published by the Signal Department of the University of Public 

Service 
 

www.comconf.hu 

 
HU ISSN 2061-9499 

 
*** 

 
University of Public Service 

Signal Department 
1101 Budapest, Hungária krt. 9-11. 

1581 Budapest, Pf.: 15 
 


